











FIGURE 5: RESERVOIR TANKS AT DIFFERENT STAGES OF THE WADI TESTBED

iil.

Digital Twins for the SWaT testbed

Having conducted and published research on the SWaT testbed, iTrust was
invited to participate as a Green Team during Locked Shields 2021 and to
contribute a special system in the form of a digital twin of the SWaT testbed.
Built at iTrust by a group of researchers, the digital twin consists of six stages
(shown in Figure 6) that mimic the behavior of the SWaT testbed at iTrust.
For the Locked Shields 2021 exercise, it was later reduced to three stages
(as shown in Figure 7), as explained in the following sections. The main task
was to design and deploy this three-stage digital twin as a fictitious Berylian
water purification plant (WP) and provide infrastructure support during the
exercise. The WP was one of several special systems that each Blue Team
was tasked to defend.

FIGURE 6: THE HUMAN-MACHINE INTERFACE OF THE DIGITAL TWIN OF THE SWAT TESTBED
CLOSELY RESEMBLES THAT OF THE PHYSICAL TESTBED
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FIGURE 7: OVERVIEW OF THE THREE-STAGE DIGITAL TWIN OF THE SWAT TESTBED USED IN
LOCKED SHIELDS 2021 AND CISS 2021
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C. Participants
CISS was spread over two weeks and the aim was to meet the following objectives:

i.  Red Team exercise: Each red team was given five hours to launch attacks
on the platform. They would gain points when they met attack objectives.
Blue team vendors were commercial companies, six of which had installed
their products to detect attacks launched by the red teams. The TTPs were
captured during this week.

ii. Blue Team exercise: A composite Red Team included multiple organizations.
Attacks by the composite Red Team were defended by blue teams made
up of critical information infrastructure (CII) operators and regulators (CII
Blue Teams). Each CII Blue Team was given one eight-hour slot to respond
to the attacks and defend the platform. Participation in the CII Blue Team
was by invitation only.

iii. Green Team provided the infrastructure as shown in Figure 8. This involved
an alert logger, an attack logger, plant visualizers, and anomaly detectors.

iv. White Team comprised the judges who were responsible for evaluating the
performance of the blue and red teams. This is described in the following
section (D).



FIGURE 8: THE OVERALL CYBER-PHYSICAL RANGE IMPLEMENTED FOR THE CISS CPX
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D. Scoring

The points awarded to the red teams for compromising various components are as
follows: 100 points for the historian, PLCs, SCADA system, and network switches;
200 points for the flowmeter, water level meter, pressure meter, pumps, and valves;
and 300 points for the conductivity meter, oxidation-reduction potential meter, and pH
meter. The objective, attack method, tools, and description are noted for each attacker.
Extra points are awarded for novelty. Figure 9 illustrates the points of compromise.

FIGURE 9: THE NUMBER OF NETWORK TRAVERSALS REQUIRED TO START EARNING POINTS IN
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E. Attack Detection

Any alert generated by the security system deployed by a blue team was reported
immediately to the plant operator—automatically, not manually. While each blue
team was provided all event data, e.g., PCAP files and historian data, at the end of the
event, they were not expected to analyze an alert generated during the event. Each
alert was reported immediately, as if occurring in a live plant and being reported to
the plant operator. This helped maintain credible neutrality in scoring and resulted
in an accurate assessment of the results. Any anomaly resulting from the attack, or
otherwise (e.g., a false alarm), and reported by one or more iTrust detectors was made
visible only to the organizers, observers, and judges, but not to the red or blue teams.
Figure 10 shows the locations of the various detectors.

FIGURE 10: DETECTORS MONITOR AS MANY POINTS OF COMPROMISE AS POSSIBLE TO
AUTOMATE THE TASK OF SCORING AND TO EVALUATE THE DEFENSE TECHNOLOGY
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The COVID-19 pandemic brought with it the challenge to conduct a CPX remotely
with participants in multiple remote locations. Having the option of inviting remote
participants opened up access to a broader set of attackers from around the world.
CISS2021-OL (timeline provided in Table III) retained the online remote-first
modality of CISS2020, with the following additions and changes:

i.  The World Wide Web became the entry point.
ii. The Water Distribution (WADI) testbed was included as an additional attack
surface.



iil.

1v.

Vi.

Vil.

TABLE III: A SAMPLE SCHEDULE THAT REPRESENTS THE DIFFERENT STAGES OF CISS FOR THE

The number of hours for red teams to launch attacks was increased from four

to five.

Intrusion Detection Systems (IDSs) were installed.
A higher score was awarded to red teams that could avoid IDS detection.

A higher score was awarded to red teams that used reflector servers to mask

their identity.

The prize money for the red teams was doubled.

RED AND BLUE TEAMS

Stage 1 5-16 Jul

21 Jul
Online 23 Jul
Briefing

26 Jul

30 Jul
Red Team 30 Jul
Preparation

4-13 Aug

23 Aug
Blue Team 10 Aug
Preparation

16-31 Aug
Opening 3 Sep
Ceremony
CISS2021 6-10 Sep
Finals

13-17 Sep

Stage 1 (3 hours per team) to admit
10 Red Teams to the final round

Red Team Finalists for CISS2021-OL
were published

Rules of engagement,

attack objectives (Red Teams)
Alert reporting (Blue Teams)
Virtual tour of platforms (all)
QA (all)

Briefing for Red Team Finalists

Familiarization: Testing VPN,
RDP, attack tools

Submission of VMDK

Blue Team Vendor Briefing

Onsite deployment, baselining of products

Welcome Address by organisers
Tour of Testbeds

Red Team Exercise

Blue Team Exercise (closed door)

Red Teams

Red Teams

Red Teams

CllI Blue Teams

Blue Team Vendoes

Red Teams

Blue Team Vendors

Blue Team Vendors

All

Red Team,
Blue Team Vendors

ClII Blue Teams
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4. PLAYBOOK FOR CYBER-PHYSICAL
EXERCISES (CPXS)

Using the evidence-based playbook from the six years of CISS exercises from
Section 3, we can generalize certain principles of good CPX design for different
critical infrastructures.

A. Mission

The key goals/mission of a CPX should be firmly laid out. These serve as the anchor
for all subsequent steps: (a) to validate and assess the effectiveness of technologies
under development; (b) to develop capabilities for defending critical infrastructure
during emergencies such as cyber-physical attacks; and (c) to understand composite
tactics, techniques and procedures (TTPs) for enhanced operational security (OpSec).

B. Vision

i. To co-develop common and coordinated technical and strategic mobility
against cyber-physical attacks that may occur on a national or international
platform.

ii. To rapidly prototype continuity processes with cyber-physical security
capabilities.

iii. To increase cooperation and coordination between the public and private
sectors in the cyber-physical space.

iv. To gather evidence-based data from real-life scenarios.

v. To improve the maturity level of legal and regulatory compliance as well as
technological and cultural acceptance for whole-of-society defense.

C. Timeline

The MITRE playbook can be extended to capture the uncertainty of cyber-physical
systems. Unlike systems that are exclusively IT, these systems have mechanical/
moving parts prone to frequent wear and tear. All timeline estimations should consider
equipment failure, availability of backups, and fallback plans for each of the following
phases:

i.  Identifying: Concept development, initial planning phase
ii. Planning: Mid-term and final planning phase

iii. Conducting: Test run, main exercise

iv. Evaluating: Scoring, after action reports, reconnaissance

D. Tooling for First-Time Organizers and Participants
Maiden participation in any CPX requires significantly more effort because of a new



set of tools and infrastructure to learn. The following steps can help ease that journey:

i.  Communicate and coordinate with the organizer

ii. Implement green team systems

iii. Implement networking protocols in the digital twin for IT and OT
communication

iv. Distribute the digital twin across multiple VMs

v. Provide a Historian server and maintenance laptop for data storage

vi. Design and communicate the HMI: the human—machine interface

vii. Design and develop attacks for red team scenarios

viii. Implement anomaly detection for troubleshooting and technology evaluation

ix. Create test plans and update code according to the feedback received

x. Implement correctness testing of the twin and report suggested improvements

In addition to these, collaboration tools for file sharing, synchronous and
asynchronous communication, code sharing, continuous integration and deployment,
key management, and machine configuration must be in place for global coordination.

E. Evaluation and Incentive Design

Red teams are evaluated on stealth, persistence, impact, intention, success, and
creativity. Blue teams get the opportunity to evaluate their commercial and academic
products for anomaly detection. The Green Team sets up the entire infrastructure of
the event to better prepare for participation in similar cyber exercises [13]. The White
Team, comprising government, military, and plant operators, responds to incidents in
real-time to improve their preparedness for anomalous scenarios.

F. Realism

Cyber-physical security is a new field. However, knowledge about these threats and
how to respond to them is growing with each security incident. In 2021, there was an
uptick in such incidents across power, water, nuclear, food, and oil/gas-based critical
infrastructures. Therefore, it is important that attack scenarios in CPXs reflect these
types of incidents, as illustrated in Table I'V. To this end, future CPXs should also have
ransomware injection attacks to prepare blue teams to help counteract such attacks
using technology or military strategy.
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TABLE IV: POPULAR CYBER-PHYSICAL ATTACKS THAT SHOULD BE REPRESENTED IN CPX

SCENARIOS
Attack Type m Cyber Impact Physical Impact
Ukraine 2016 Power Plant HMI Malware Loss of Blackouts
Spear-Phishing Availability
Dust Storm 2015 Critical Backdoor, Loss of None So Far
Watering Hole Infrastructures Zero-Day Confidentiality
Stuxnet 2010 Centrifuge PLCs Commodity Loss of Integrity Slowdown

Code Injection Computers

Davids-Besse 2003 Nuclear Plant Worm Distributed DOS Plant Shutdown
Slammer Worm Attack

G. Stress Tests

CPXs involve physical components which have a higher chance of failure. Therefore,
stress tests under exercise conditions can be performed beforechand for added
reliability. In the case of the SWaT digital twin, the following tests were conducted.

ii.

1il.

Stress Test 1:

Run the SWaT twin for one plant hour.

Execute the availability script once every minute.
Record the output of the script.

The test is rated as a pass if water is always available.

Stress Test 2:

Run the SWaT twin for one plant hour.

Execute the availability script once every minute.

Launch each attack script three times at random times.

Record the output of each execution of the attack script.

The test is considered successful if the outcome of the script conforms to the
intention of the attack.

Robustness Test (RT)

Objective: To determine the robustness of the SWaT twin in the presence of
environmental disturbances. Ideally, to be robust the SWaT twin must not
crash or hang in the face of an environmental disturbance.

For example:
RT1: Stop one or more HMI processes and observe the twin’s response.
RT?2: Stop one or more RI processes and observe the twin’s behavior.



RT3: Stop one or more PLC processes and observe the twin’s behavior.
RT4: Stop one or more device processes, e.g. MV201, and observe the twin’s

behavior.

H. After Action Report
The data obtained from the exercise should cover all aspects of the NIST framework
across the four stages described earlier. The framework is described in Figure 11.

FIGURE 11: NIST CYBERSECURITY FRAMEWORK APPLIED TO CPXS
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An after action report is an important artifact that documents the security model for
each of the five steps. These granular details are described in Figure 12.

FIGURE 12: THE AMOUNT OF GRANULAR INFORMATION THAT CAN BE OBTAINED FROM A

SUCCESSFUL CPX
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5. CONCLUSION

With the advent of cyber-physical systems, the fifth warzone of information warfare is
now interdependent with land, air, water, and space. This increases the attack surface
and necessitates high-quality CPXs to improve defense capabilities for defending
national critical infrastructure. As CPXs become more popular, it is important to
have an accessible and reproducible playbook for different organizers to conduct and
participate in various relevant exercises. The composable and interoperable nature of
the international security community hinges on the participatory interdependence of
countries in each other’s exercises. These CPXs serve as a battleground for ideas and
invaluable resource sharing. In addition, they have broader international consequences
in terms of security preparedness, responsible disclosure, timely triages of incidents,
and an extended workforce in the form of allies during emergencies. Cyberspace
offers a relatively cheap, fast, and easy domain to launch cyber-physical attacks.
Furthermore, as yet, rules for cyber warfare are non-existent. Since cyberspace is
inherently borderless, collaboration helps immensely in turning that feature into a
strength. Areliable schedule of CPXs can establish a mechanism via which participating
nations can share cyber-physical threats, indicators of compromise, forensic scenarios,
targets, potential vulnerabilities, and timely advice. The quasi-competitive nature of
CPXs also helps to promote a sense of camaraderie and excitement in the tightly
knit security community to prepare the participants well for any potential real-world
scenarios that involve cyber-physical conflict and cooperation.
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Abstract: Network Intrusion Detection Systems (IDSs) have been used to increase
the level of network security for many years. The main purpose of such systems is
to detect and block malicious activity in the network traffic. Researchers have been
improving the performance of IDS technology for decades by applying various
machine-learning techniques. From the perspective of academia, obtaining a quality
dataset (i.e. a sufficient amount of captured network packets that contain both
malicious and normal traffic) to support machine learning approaches has always
been a challenge. There are many datasets publicly available for research purposes,
including NSL-KDD, KDDCUP 99, CICIDS 2017 and UNSWNBI5.
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However, these datasets are becoming obsolete over time and may no longer be
adequate or valid to model and validate IDSs against state-of-the-art attack techniques.
As attack techniques are continuously evolving, datasets used to develop and test
IDSs also need to be kept up to date. Proven performance of an IDS tested on old
attack patterns does not necessarily mean it will perform well against new patterns.
Moreover, existing datasets may lack certain data fields or attributes necessary to
analyse some of the new attack techniques.

In this paper, we argue that academia needs up-to-date high-quality datasets. We
compare publicly available datasets and suggest a way to provide up-to-date high-
quality datasets for researchers and the security industry. The proposed solution is
to utilize the network traffic captured from the Locked Shields exercise, one of the
world’s largest live-fire international cyber defence exercises held annually by the
NATO CCDCOE. During this three-day exercise, red team members consisting of
dozens of white hackers selected by the governments of over 20 participating countries
attempt to infiltrate the networks of over 20 blue teams, who are tasked to defend a
fictional country called Berylia.

After the exercise, network packets captured from each blue team’s network are
handed over to each team. However, the countries are not willing to disclose the packet
capture (PCAP) files to the public since these files contain specific information that
could reveal how a particular nation might react to certain types of cyberattacks. To
overcome this problem, we propose to create a dedicated virtual team, capture all the
traffic from this team’s network, and disclose it to the public so that academia can use
it for unclassified research and studies. In this way, the organizers of Locked Shields
can effectively contribute to the advancement of future artificial intelligence (AI)
enabled security solutions by providing annual datasets of up-to-date attack patterns.

Keywords: intrusion detection systems, datasets, artificial intelligence, Locked
Shields

1. INTRODUCTION

IDS development is an important cybersecurity area that has been studied for many
years. The first IDS studies started in the 1980s utilizing expert systems [1]. In the years
since, many machine learning and AI methods have been used in IDS development
studies [2]-[13]. In the literature review, we saw that deep learning, a type of Al
technique, is mostly used in recent IDS development studies [14]-[17].



The models used for efficient IDS solutions are very important. In addition, the
quality of the datasets used for training and testing the models is also very important
in IDS development studies. There are many features that can reveal the quality of an
IDS dataset, such as network traffic generation time, proportion of normal and attack
traffic, amount of data, whether it is generated from a real or emulated network, type
of network (corporate network, small network, university network, military network
etc.), and label type. The quality of the dataset paves the way for the development of
better-trained models and therefore better intrusion detection.

Several publicly available datasets are used in IDS development. These datasets are
not only applicable to Al-centric applications but are also suitable for traditional IDS
development studies. In addition, governmental institutions also carry out IDS dataset
generation studies. However, many institutions cannot make their datasets public due
to security and privacy restrictions. Thus, IDS development studies are often carried
out using highly limited public datasets.

In this study, firstly, we overview the production process of the datasets used in IDS
development studies. Then, we examine the characteristics of commonly used public
datasets, discuss which dataset can be effective in detecting which attack types, and
compare each dataset in terms of its advantages and disadvantages. In the following
section, we introduce the Locked Shields (LS) exercise and analyse the advantages of
using the PCAP files obtained from the exercise. Finally, we identify the obstacle to
disclosing these files to the public and suggest a solution to solve this problem.

2. INTRUSION DETECTION SYSTEM DATASETS
PRODUCTION

There are two important aspects of IDS development studies. One of them is model
development and the other is dataset quality. Model development studies have evolved
into Al-based techniques and the results have proven their success. On the other hand,
generating datasets of an appropriate quality and quantity of data remains a problem
[18]. Moreover, there are problems in the evaluation, comparison, and implementation
of IDSs, mainly because of the lack of appropriate datasets. Most organizational
datasets are not publicly available due to security and privacy concerns, and public
ones do not reflect current attack trends.

The datasets produced by MIT Lincoln Lab at the request of the US Defense Advanced
Research Projects Agency (DARPA) and the KDD datasets generated by the University
of California contributed greatly to IDS studies for many years. However, accuracy
problems and the fact they do not reflect real situations have caused criticism [19], [20].
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On the other hand, as network behaviour patterns change and intrusion methods
evolve, it becomes necessary to shift from the use of static and single-use datasets
to dynamic datasets that reflect up-to-date traffic composition and intrusion methods.
These datasets should also be modifiable, expandable, and reproducible.

The datasets used in network intrusion detection are typically produced by monitoring
the network traffic and processing the traffic data. There are two approaches to
capturing network traffic: packet-based and flow-based. Packet-based capture is
conducted by mirroring the traffic on network devices to a network capture node.
The captured data includes all network header and payload information. Packet-
based network traffic data is usually stored in packet capture (PCAP) format. The
characteristics of the captured data depend highly on the type and purpose of the
mirrored network. For example, the ratios between various network protocols such
as Transmission Control Protocol (TCP), User Datagram Protocol (UDP), Internet
Control Message Protocol (ICMP) and Internet Protocol (IP) can vary significantly
between different networks. Furthermore, the type of payload content, the amount of
encrypted traffic, and the presence of normal and malicious activity depends entirely
on the capture scenario and situation. In contrast, flow-based capture provides more
aggregate data and includes metadata about network connections. The main flow-
based formats are NetFlow, IPFIX, sFlow, and OpenFlow. It is possible to convert
packet-based data to flow-based data via applications like nfdump and Yet Another
Framework (YAF). In addition to packet-based and flow-based datasets, there are also
datasets such as KDDCUP99, which was generated by enriching flow-based datasets
with packet-based or host-based data [21].

The production methods of and information contained in IDS datasets differ from
one another. Furthermore, some datasets have been specially developed for specific
purposes in IDS studies. Thus, each dataset offers a different set of characteristics,
which makes it difficult to compare individual datasets. However, there are several
properties to consider when evaluating a specific IDS dataset, as shown in Table 1.



TABLE I: VALUE RANGES OF IDS DATASET PROPERTIES [22]

Traffic generation time Day/Month/Year
Public No / no info / if requested / yes
General
information Normal traffic No / yes
Attack traffic No / not applicable (NA) / yes
Metadata No / some / yes
Nature of Dataset Format Bidirectional flow / logs / others / packet / one direction flow
Anonymity No / NA/ yes / yes for some features
Quantity Data amount in GB / flow / packet / point numbers
Data Quantity
Time Data save time
Traffic type Emulated / real / synthetic
Recording Network type Different networks / corporate network / honeypots / Internet service
Environment provider / NA / small network / military network / university network
Full network No/NA/yes
Previously defined sections No /NA/yes
d No /NA/yes
Labelled Relatively / no / yes / yes (IDS) / yes with the background

Each field in Table I provides information about the properties of a dataset. For
instance, the traffic generation time indicates whether or not current attack types are
included. Another important feature of a dataset is that it contains normal traffic. An
IDS dataset must contain both attack and normal traffic. Thus, if a dataset does not
contain normal traffic, it can only be used by combining it with another dataset or
actual network traffic. Format information gives an idea about the dataset creation
process. Quantity information relates to the size of a dataset and this can be used to
evaluate whether the system can process the dataset. Consequently, this information
as a whole can help to determine the quality of a dataset and be used to evaluate the
dataset.

3. EXAMINATION OF COMMONLY USED IDS DATASETS

In this section, we examine a selection of six public datasets that are frequently used
in IDS development studies. These datasets were produced in different environments
using different methods and each dataset has its own specific features. After clarifying
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the objectives of the IDS to be developed, the dataset features should be examined,
and the appropriate dataset selected to train and test the model.

The oldest of this selection is the KDDCUP99 dataset obtained from US Air Force
network traffic. Published in 1999, this dataset served IDS development studies for
many years. However, problems in the dataset prompted the need for a new dataset.
Hence, the NSL-KDD dataset was published in 2009. The UNSW-NBI15 dataset
produced by the Australian Cyber Security Centre using the IXIA PerfectStorm tool
was subsequently published in 2015. One of the most widely used datasets in recent
years, the UGR’16 dataset was generated from data sourced from the network of
a Spanish information service provider (ISP) in 2016. The last two datasets were
published in 2017: the CIDDS-001 dataset was generated by Coburg University of
Applied Sciences in Germany and the CICIDS 2017 dataset was generated by the
Canadian Institute for Cybersecurity. The characteristics of each of these datasets are
summarized in Table II.

TABLE II: FEATURES OF COMMONLY USED IDS DATASETS

- Data SIze
LAt Normal Attack Traffic Network Label-
DAiase (L Traffic Traffic Type Type led
Year yP ypP
CICIDS 2017 Bi-direc- 51.3GB 5 days Emu- Small
2017 tional lated network
flow
CIDDS- 2017 Yes Yes Yes One- 380 MB 28 days Emu- Small Yes
001 direc- lated network
tion and
flow real
UGR’16 2016 Yes Yes Yes Bi-direc- ~17 GB 4 months Real ISP Yes
tional
flow
UNSW- 2015 Yes Yes Yes Packet 2MB 31 hours Emu- Small Yes
NB15 and lated network
others
NSL- 2009 Yes Yes Yes Other 150 KB N/A Emu- Small Yes
KDD lated network
KDD 1999 Yes Yes Yes Other 5 MB N/A Emu- Small Yes
CuUP99 lated network

As shown in Table II, some of the datasets are quite old and therefore do not include
up-to-date attack types. An effective dataset should contain realistic and up-to-date
attacks to improve the detection capability of an IDS. All of the datasets presented
in the table are public and contain normal and attack traffic and thus are suitable for
machine learning. Including a fair amount of normal traffic is important for dataset



quality, and more realistic background traffic provides a more effective dataset. As for
packet capturing formats, each dataset has been generated using different formats. It is
generally accepted that a quality dataset should include complete traffic and therefore
bi-directional datasets are usually preferred for better performance.

In terms of size, CICIDS-001 is the largest dataset and NSL-KDD is the smallest.
Although it is important to have good quality and a sufficient amount of data in the
dataset, IDS models may have difficulty processing extremely large datasets. For
this reason, it is important to produce an optimal size dataset containing a variety of
records from all attack types along with normal traffic.

Data capture duration also varies by dataset and this information is not accessible for
some datasets. Duration data is important, especially for datasets generated from real
networks, because it provides information on the time periods from which a dataset
was produced. With this information, a detailed analysis of how well the dataset
captured malicious network traffic can be conducted.

Network traffic is generally generated from emulated networks because a variety of
attack types can be synthesized and included in the datasets. The UGR’16 dataset
contains real network traffic as it was obtained from the internet service provider
(ISP) network. A balance of synthetic and realistic data is important to create a quality
dataset. All datasets contain labelled data and it is vital that the records in the dataset
are correctly labelled as malicious or benign. In case of incorrect labelling, the model
will be trained and tested incorrectly, leading to problems in attack detection in real
networks.

When evaluating a dataset, it is essential to know the types of attacks it contains. If
the models are not trained with datasets containing the appropriate attack types, it will
be impossible to obtain adequate results. Therefore, the relationship between attack
types and datasets was examined within the scope of the study. The results are shown
in Table III.
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TABLE III: IDS DATASETS AND ATTACK TYPES

Attack categories

CICIDS 2017 [23] JCross-site-scripting botnet, SQL injection, DoS, DDoS, Heartbleed, infiltration,
SSH brute force

CIDDS-001 [24] SSH brute force, DoS, port scans
UGR'16 [25] Spam, botnet, DoS, port scans, SSH brute force
UNSW-NB15 [26] DoS, backdoors, generic, exploits, fuzzers, worms, port scans, reconnaissance,

shellcode, spam
NSL-KDD [27] DoS, probing, remote-to-local, user-to-root

KDD CUP99 [28] DoS, probing, remote-to-local, user-to-root

The table lists the six most popular datasets used in IDS development and the attack
categories they contain. UNSW-NB15 has the largest number of attack categories,
in contrast to CIDDS-001, which has the smallest number of attack categories.
However, the CIDDS-001 dataset contains detailed metadata that can be used for
further analysis [24]. NSL-KDD contains the same attack categories as KDD CUP99
as it is generated from the KDD CUP99 dataset by removing redundant records from
the KDD CUP99 dataset and increasing the difficulty level of the records [27]. The
attack categories in the UGR’16 dataset were derived from the real traffic of an ISP.
Some of the attacks shown in the table were obtained from real traffic, and some were
artificially synthesized attacks [25].

Regardless of their different properties, such as format, size, and attack types, each
dataset has uniquely contributed to the development of IDSs based on machine
learning. However, there are also some criticisms of each dataset. Although the KDD
CUP99 dataset has made significant contributions to IDS development studies in the
past, it has been strongly criticized due to its low level of difficulty and the presence
of redundant records. It was revised in 2009 to create the NSL-KDD dataset, which
is still frequently used in IDS development studies. However, NSL-KDD does not
have a normal traffic distribution due to the small number of records it contains for
some attack types [27]. The UNSW-NBI15 dataset was produced in a short period
of 31 hours using the traffic generator IXIA Perfect Storm. It includes attacks from
many attack categories. From the perspective of attack types and dataset size, it can be
used effectively in IDS development studies. A disadvantage, however, is that it was
produced from a small emulated network [26].

The most important feature of the UGR’16 dataset is that it was generated from a real



ISP network, produced over a period of four months. However, the dataset, which
contains both normal and attack traffic, is inevitably quite large compared to other
flow-based datasets [25]. The CIDDS-001 dataset was produced over a period of four
weeks and contains metadata for detailed analysis. In addition, scripts that enable
the processing of normal and malicious user behaviour have been published [29]. It
was, however, generated from an emulated small business environment and contains
fewer attack types than other datasets. Currently, the CICIDS 2017 dataset is the most
advantageous in that it is the most recent of these public datasets. But it is already
over five years old and the fact it was produced using a synthetic mesh is a drawback.

4. DATA FROM THE LOCKED SHIELDS EXERCISE

Locked Shields (LS) is an annual live-fire cybersecurity exercise that has been
organized by the NATO CCDCOE since 2010. In the exercise, blue teams learn and
test their skills in many interdisciplinary categories, for instance, defending against
real-time cyberattacks, situation assessment, incident response, handling various
inject scenarios, and maintaining the functionality of their computer systems.

As LS is a defence-oriented exercise, the primary training audience is the blue
teams. Other exercise participants belong to one of four supplementary teams: the
red team conducts attacks; the yellow team provides situation awareness; the green
team upholds the backend infrastructure; and the multifaceted white team provides
exercise control, strategy game, legal game, media etc. Blue teams fulfil the role of
rapid-reaction teams dispatched to assist a fictitious country, Berylia, which is in a
prolonged conflict with another fictional country, Crimsonia, primarily represented
by the red team.

Blue teams are required to defend a variety of typical IT systems as well as specialized
industrial control systems — for instance, Linux and Windows servers, Linux and
Windows workstations, FreeBSD firewalls, industrial programmable logic controllers
(PLCs), professional power management systems, water treatment plants, air defence
systems, and 4G/LTE gateways. Figure 1 illustrates an example network that the blue
teams must defend during the exercise.

375



376

FIGURE 1: EXAMPLE NETWORK MAP OF THE LOCKED SHIELDS EXERCISE
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Blue teams undertake system administration and hardening techniques, forensic
and legal challenges, as well as handling various other injects from the white team.
Consequently, blue team participants must be experts with a variety of skills to cover
all necessary competencies. However, the defending teams must consider that there
is also a dedicated user simulation sub-team that assumes the role of various users
working on the systems. In addition to mimicking normal usage patterns, they also
insist blue teams must keep their systems functional. Although preparation long
precedes the main event, the intense live-fire gameplay of the exercise unfolds over
just two days.

The red team conducts a variety of escalating attacks — from initial access, continuing
persistence, and privilege escalation to data collection, exfiltration, and destruction.
Due to the short time span of the exercise, the number and pace of attacks are high
compared to any real environment. Attack techniques (according to the MITRE
ATT&CK knowledge base classification) from prior exercises include exploiting
public-facing applications, compromising valid user accounts, exploiting privilege
escalation, lateral movement using remote service, data collection and exfiltration
from target systems, defacement of websites, and denial of service.

A. Exercise Data Capture
While capturing data during cyber exercises is a common practice [30]-[32], public
release of these exercise datasets (e.g. the Cyber Czech dataset [33]) is less common.



The network traffic from NATO CCDCOE technical cybersecurity exercises is
typically captured and stored for later analysis. The input data feed from the NATO
Cyber Range is provided as ERSPAN (Encapsulated Remote Switched Port Analyser)
mirror sessions from the switches in the exercise network environment. As a result,
the data capture includes traffic from all (including internal) networks segments, not
just traffic between the routers and perimeter firewalls.

NetFlow data from some routers would technically be available, but it was decided
not to use it because it would only provide limited visibility compared to the full
packet capture from all networks. In addition, PCAP files can be later processed and
transformed into NetFlow data. Furthermore, IDS/IPS solutions can be configured to
log textual network flow information that is very similar to the NetFlow format.

PCAP data collected during the exercise are split into separate files for each blue
team. These blue-team-specific PCAP files are then shared with the corresponding
nation after the exercise has concluded. Therefore, nations can typically analyse their
PCAP files to conduct an after-action assessment, improve their defensive techniques,
develop novel research [34], and prepare for the next exercise. However, this PCAP
data may include information that can be used to determine a nation’s defensive
tactics, response patterns, and toolsets utilized to defend against various cyberattacks.
Therefore, as a precaution, these PCAP files are considered sensitive and cannot be
made public.

Furthermore, it is difficult to ensure no other sensitive data is included in the full
packet capture data. Inclusion of personally identifiable information (e.g. names,
usernames, e-mail addresses) of participants can occur unintentionally, for instance,
if a participant were to use a personal device to connect to the exercise environment.

Creating a simple unoccupied blue team has already been attempted in past exercise
iterations; however, without actual players, this empty team did not achieve the same
level of interaction with the red and user simulation teams as the other blue teams.
Thus, actual players within a blue team are necessary to create a more realistic dataset.

To solve this issue, we introduce the concept of the research team. This team will
operate similarly to other teams; however, data captured from this team will be
prepared for public release. It is possible to sanitize PCAP files using tools such as
teprewrite, TracerWrangler and Bit-Twist; however, we aim to keep such post-mortem
modifications to a minimum. Regardless of whether such a tool is used, it is essential
that any changes to MAC and IP addresses are coherent and deterministic, so that an
individual specific IP is always transformed into the same target IP for all sessions.
Otherwise, the sanitized dataset would become meaningless.
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Initially, the research team in the LS exercise will consist of volunteer players who
fulfil all the necessary roles like a normal team. With the recent advances toward
autonomous cyber defence [35], [36], the future research team should ideally be
a virtual team, or at least a hybrid between an Al cyber defence component and a
small number of human players. Although virtual players in cybersecurity exercises
have been experimented with in the past (e.g. during the 2016 DARPA Cyber
Grand Challenge [37]), the environment and the scenarios were significantly more
constrained compared to the LS exercise.

The virtual team would be deployed as customized intelligent cyber defence agents that
would employ both signature- and anomaly-based detection and defence techniques
(such as the architecture described in [35]). The agents can monitor themselves as well
as the systems they are designated to defend and preserve. The agent must be aware
of the surrounding conditions and the purpose of the host system because defences
can vary significantly between servers, workstations, and industrial control systems.
Furthermore, the agents should form a cluster and share data (e.g. detection patterns,
indicators of compromise) among themselves. After planning, the agent can take
actions such as blocking connections, reconfiguring firewall rules, restarting service
modules, and sending notifications to other agents and human cyber defenders.

B. Producing a Publicly Shareable Dataset

Sharing PCAP files for any purpose can be challenging due to the large file sizes. The
entire LS full packet capture produces approximately 11 TB of PCAP data for the
two days of the exercise. Furthermore, over the years, this number has been slowly
but steadily growing due to the increasing number of participating blue teams, the
expansion of the exercise environment, and the overall size of the deployed systems.
When this PCAP data is split up into individual blue teams, the median size of the data
for a single team is about 400 GB. File compression typically provides approximately
40% space saving, resulting in about 240 GB of compressed PCAP data per team.
Note that these are approximations based on an assessment of LS data capture since
2017. The actual data size can vary significantly from one team to another due to
various in-game actions (e.g. large downloads and uploads, additional logging,
service proxying) taken by the defending blue teams. Due to the sensitivity of team-
specific data, the files are made available only to the corresponding blue teams over
an encrypted channel.

The proposed research team will likely produce a similar amount of network data.
This would mean an exceedingly large amount of raw data from various networks of
mixed types. Simply providing this large amount of data would not be enough, as it
would result in a dataset that is difficult for researchers and analysts to manage and



comprehend. Therefore, the published data needs to be more manageable for future
research endeavours.

We propose to split or filter the data once more by the captured network type. For
example, according to Figure 1, the data could be split into different collections based
on the defined network segments, such as Public Services, Office Segment, Drone
Research Lab, and Power Generator network. This would result in several smaller
PCAP collections that are less complicated to handle. Since IDS configuration and
network defence techniques can differ significantly across public, private, and special-
purpose networks, this kind of separation would also benefit detection algorithm
development.

Moreover, the overall value will increase by producing an annual LS dataset with
enriched network flow information. The data will be labelled using a combination
of an IDS software solution as well as the input from the red team. The flowchart
representing the generation process of a unique and novel dataset from the LS
environment is shown in Figure 2.

The proposal we present in this article should be carried out in coordination with the
LS exercise organization team. For this reason, we discussed the applicability of our
proposal with the exercise coordinator and team leaders. Our experiments continued
with their positive feedback and support.

FIGURE 2: FLOWCHART REPRESENTING THE PROPOSED UNCLASSIFIED IDS DATASET
GENERATION PROCESS FROM THE LOCKED SHIELDS EXERCISE
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5. IMPLICATIONS OF THE STUDY

In this paper, we examined the properties of six datasets that have been used most
frequently in IDS development studies. Its aim is to analyse the advantages and
disadvantages of a dataset to be produced from the LS exercise. Similar to Table II,
which summarizes the properties of the selected existing datasets, the LS dataset
properties are summarized in Table IV. In addition to the information specified in
Table IV, metadata can also be produced for the dataset. To create an efficient dataset
for research, decisions on which sub-network to choose from the entire exercise
infrastructure and how to adjust the attack and normal traffic balance should be
made in a sound manner. The anonymity of the data will also need to be evaluated
thoroughly prior to publication.

TABLE IV: LOCKED SHIELDS IDS DATASET FEATURES

General Information Data size Environment
Uil Normal | Attack Traffic ’ Label-
Dataset Gen. 5 3
Traffic Traffic Type led
Year
LS Will be TBD Yes Yes Packet TBD 2+TBD Real + Diffe- Yes
(Year) updated prepa- synt- rent (IDS)
annually rations hetic net-
days works

Another important feature of an IDS dataset is the attack diversity it contains. Table I11
shows the attack categories in the six datasets. The attack types included in the LS
exercise are determined by the red team based on their research carried out every year.
Within the scope of the exercise, up-to-date attack types are applied every year and the
responses from the blue teams to these attacks are measured. To compare the attack
categories that the LS dataset may provide with those in the six evaluated datasets,
the attack categories used by the LS exercises in past years are presented in Table V.

TABLE V: CATEGORIES OF ATTACKS CONDUCTED IN PAST LOCKED SHIELDS EXERCISES

Attack Categories

Locked Shields Exploit public-facing applications, compromise valid user accounts, exploit for
privilege escalation, lateral movement using remote services, data collection and
exfiltration from target systems, defacement of websites, denial of service



Conducting the exercise every year will ensure that up-to-date attack categories are
added and up-to-date infrastructure devices are used. In addition, the fact that the
exercise infrastructure is quite extensive will offer several advantages for producing a
realistic dataset. There are many different systems with specific network infrastructure
in the exercise. Addressing some of these each year will also provide an important
opportunity to observe the network behaviour of different environments. Furthermore,
background traffic generation in the exercise will contribute to the normal traffic
distribution. Therefore, the dataset will include a balance of normal and attack traffic.
Asaresult, considering the dataset features and the attack categories, it can be expected
that a dataset created from the unique infrastructure of the LS exercise will make a
significant contribution to future IDS development studies carried out in academia
and industry.

6. CONCLUSION AND FUTURE WORK

In this paper, we analysed the process of generating IDS datasets and examined the
characteristics of six commonly used public datasets. We introduced the annual Locked
Shields exercise, examined the advantages of a dataset generated from the exercise
traffic, and proposed a method to create a publicly releasable dataset. Academia and
industry may benefit from this approach to obtain a stable source for IDS datasets, as
the LS exercise would provide up-to-date attack patterns annually.

These are the first steps towards generating a publicly available dataset from the LS
exercise. Subsequent considerations to be made in the future include: integrating
a team of human volunteers into the LS exercise; capturing the network traffic of
this team; pre-processing the obtained network traffic data; generating datasets from
the PCAP file using various techniques; executing virtual team building activities;
integrating the virtual team into the LS exercise infrastructure; and capturing network
traffic from the virtual team via autonomous techniques.
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Abstract: Cyber threat intelligence (CTI) has become a critical component of
the defense of organizations against the steady surge of cyber attacks. Malware is
one of the most challenging problems for CTI, due to its prevalence, the massive
number of variants, and the constantly changing threat actor behaviors. Currently,
Malpedia has indexed 2,390 unique malware families, while the AVTEST Institute
has recorded more than 166 million new unique malware samples in 2021. There
exists a vast number of variants per malware family. Consequently, the signature-
based representation of patterns and knowledge of legacy systems can no longer be
generalized to detect future malware attacks. Machine learning-based solutions can
match more variants. However, as a black-box approach, they lack the explainability
and maintainability required by incident response teams.

There is thus an urgent need for a data-driven system that can abstract a future-proof,
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human-friendly, systematic, actionable, and dependable knowledge representation
from software artifacts from the past for more effective and insightful malware triage.
In this paper, we present the first phenotype-based malware decomposition system for
quick malware triage that is effective against malware variants. We define phenotypes
as directly observable characteristics such as code fragments, constants, functions, and
strings. Malware development rarely starts from scratch, and there are many reused
components and code fragments. The target under investigation is decomposed into
known phenotypes that are mapped to known malware families, malware behaviors,
and Advanced Persistent Threat (APT) groups. The implemented system provides
visualizable phenotypes through an interactive tree map, helping the cyber analysts
to navigate through the decomposition results. We evaluated our system on 200,000
malware samples, 100,000 benign samples, and a malware family with over 27,284
variants. The results indicate our system is scalable, efficient, and effective against
zero-day malware and new variants of known families.

Keywords: malware analysis, malware triage, static analysis, binary clone search,
information retrieval

1. INTRODUCTION

Code reuse has been a common practice and strategy in software engineering, given
the available vast open-source repositories [1] and the time and resources required
to develop new code from scratch. The code that makes up the Advanced Persistent
Threat (APT) groups that drive the development of malware is no exception to
this practice of code reuse. Therefore, thanks to the readily available open-source
components, code generation tools, and Malware-as-a-Service (MaaS) platforms,
malware code, like legitimate code, is no longer created from scratch. Samples of
malware that exhibit similar high-level behaviors are typically considered variants
of the same malware family. Despite being created using code mutation and code
obfuscation techniques to evade detection tools [2], malware variants in the same
malware family share common code to achieve the same or similar sets of behavior or
action sequences. In recent years, malware variants have exponentially increased in
both volume and threat potential. Emotet, a popular ransomware tool with more than
70,000 variants, has caused upward of USD 1 million per incident for governments and
private institutions.!. 2 According to the AV-TEST Institute, 21.8 million new malware
variants that target machines running Microsoft operating systems were recorded in
2021.3 Due to the ever-increasing number of malware variants, malware samples are
categorized into families based on their code, runtime behavior, and functionality.

1 https://www.malwarebytes.com/emotet
https://bazaar.abuse.ch/browse/tag/Emotet/
3 https://www.av-test.org/en/statistics/malware/



Matching unknown variants to the correct malware families and recognizing novel
malware from the same unknown families is a critical process for a successful malware
triage in cyber threat intelligence (CTI). Typical methods of malware analysis include
dynamic analysis, signature-based pattern matching, and machine learning-based
detection methods. Dynamic analysis is done by observing the behavior of a malware
sample in an isolated virtual environment [3] by executing the malware sample itself.
The behavior of the malware is recorded and compared with that of other malware
variants in the behavior database. However, modern malware samples have been
equipped with anti-sandboxing techniques that can recognize when they are executed
in a virtual environment and avoid executing their malicious payload [4]. Additionally,
dynamic analysis is a time-consuming process that can take up to two minutes per
malware sample [3], which fails the time-sensitivity requirement of a CTI pipeline.

Typical anti-virus software, such as McAfee and Microsoft Defender, uses a signature-
based approach for malware classification. Signature-based pattern matching methods
extract a small string of identifiable bytes from unknown malware and compare it
to known malware signatures [5]. Although signature-based methods can identify
malware from known families with a low error rate, malware authors can implement
obfuscation and packing techniques to impede the signature extraction process [5]. To
address this problem, machine learning solutions have been developed for malware
clone searching [6]-[9]. Although these methods have been shown to work with a
high number of variants, they do not provide any explainability for their classification
results, and the models persistently need to be re-trained and tuned for new malware
families that use new code obfuscation and packing techniques. APTs behind the
malware attacks are a continual and evolving threat to organizations and governments.
To ensure a strong defense against these constantly changing threats, we must keep
moving against the adversaries in defense development.

We propose a different approach — Phenotype Clone Search for Functional
Decomposition. We use phenotypes as the basic elements of observable characteristics
extracted from a given malware sample. Examples of phenotypes are code fragments,
strings, and constants. They can all be directly observed without sandboxing or
emulation. Since a phenotype is defined as a small observable piece of information,
humans can easily interpret its meaning. Malware variants in a given malware family
share a similar codebase, and therefore, they will share many phenotypes. The
organization and presentation of phenotypes may change from sample to sample, but
the basic elements of a malware executable cannot easily be hidden. In our proposed
approach, we define the basic unit of malware functionality as an assembly function
extracted from a malware sample. As a unit of functionality, an assembly function
contains a set of observable phenotypes. By matching phenotypes, we can search for
cloned units of malware functionality (in this case, the cloned assembly functions)
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and find shared functionality in different malware samples. Given a target piece of
malware under investigation and a repository of known malware, the objective is to
decompose the target into known units of malware functionality from the repository.
Figure 1 shows an example. The target under analysis is a sample of the Dtrack
malware family. Dtrack is a Remote Administration Tool (RAT) malware that has
been found in a nuclear power plant.4 Our approach decomposes the functions of the
target malware into known functions from the repository. We found that about 11,000
of the functions come from common code that can be found in benign software. Of
the rest of the functions, 563 can be found in functions from samples of the same
family. Some common malware code that is shared with other families was also
found. For zero-day malware samples that do not belong to any known family, we can
also study the compositional relationship by searching for them in the repository. Our
contributions can be summarized as follows:

*  We proposed a novel approach to malware functional decomposition to
complement existing dynamic, signature-based, and machine learning-
based malware triage solutions.

*  We designed a new distributed clone search-based analytic framework
that enables an efficient, accurate, and robust malware decomposition
implementation.

*  The proposed solution can decompose a given piece of target malware into
known functionality with interactive visualization, scalable to malware
samples of exceptionally large size.

The rest of this paper is organized as follows. Section 2 describes the overall design
of the JARV1S system as the host to the proposed malware decomposition method.
Section 3 elaborates the clone search method and how we use it to decompose
malware functionality. Section 4 demonstrates the effectiveness of our system.
Section 5 discusses the related research in this domain. Finally, Section 6 provides
the conclusion.

2. SYSTEM DESIGN

The proposed JARVIS system itself is an extendable open design platform that
aims to host scalable and efficient malware analysis algorithms of diverse types
and accommodate their special needs. There are several design considerations. The
first one concerns storage systems and job execution workers. The scale of the data
to be processed means that the limited resources of a single server are unlikely to
offer enough capacity. Additionally, a single server suffers from the problem of a
single point of failure. We could leverage existing distributed data storage options.

4 Dtrack: In-depth analysis of APT on a nuclear power plant.



However, typically the distributed storage nodes and the nodes used for job execution
are in separate clusters of nodes. This implies that one would need to maintain at
least three separate clusters: storage nodes, execution nodes, and messaging queue
nodes. A typical way to improve cluster performance and data throughput is via data
locality: a given job is assigned to a worker which is co-located with the data in the
same node. Separating the computation nodes and storage nodes would remove the
advantage of data locality. Therefore, we propose implementing our own distributed
storage and job execution distributed cluster. Since we know our data models and the
attributes of the information extracted from a malware artifact, and they are unlikely
to change significantly in the future, the storage system can be further simplified to
better balance the retrieval speed versus the compression ratio. Vision, the storage and
job execution cluster of JARV1S, contains three components:

*  Load balancer and remote procedure call (RPC) proxy. This is the main
interface between the Vision cluster and the SocketlO-based web frontend.
The load balancer keeps track of the storage and execution load of each node,
assigns new project storage requests, and manages replicas if configured.

*  Vision node. A Vision node contains a list of projects stored in folders similar
to a Git5 repository (see Figure 2). Each project contains a list of user-
uploaded artifacts, extracted information, and analysis reports. Associated
with a given project folder is a Python-based API (application programming
interface) for asset uploading, unpacking, disassembling, and running
analyses. The API is served through a remote proxy and load balancer. As a
project is physically stored in a folder, it must fit into a single node. A Vision
node also contains a list of Huey workers.6 These executors will receive
asynchronized job requests and directly operate on the projects stored in the
same node. Job requests will be assigned to executors that are on the same
node as the target project. However, if all the executors on the given project’s
node are busy, a job request will be assigned to a worker on a different node,
and the worker will access the project by calling remote procedures via the

proxy.

e GPU-enabled Vision node. Vision nodes in this category have one or more
GPU devices available for machine learning-based analytic tasks. However,
GPU-related tasks will have priority to take over the GPU-enabled job
workers.

The second consideration is the user interface adaptability and responsiveness. In
our past solutions, we generated a single report in the format of a JSON document

Git source code version control framework.

Huey: a lightweight job executor framework.

VirusTotal: a free virus, malware, and URL online scanning service.
Hybrid Analysis: a free malware analysis service.
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and rendered it directly through a website. This is also the typical practice used in
existing CTI online platforms for malware analysis and triage, such as VirusTotal’
by Google and Hybrid Analysis® by CrowdStrike. However, as internet connection
speeds have significantly improved, attackers have started to increase the size of
their malware artifacts. For example, we have seen malware samples that exceed 200
MB, and an analysis report for such a sample could exceed 1 GB. Rendering a 1 GB
JSON document with diagrams and visualizations on the client-side is infeasible. The
existing frameworks simply skip files of a certain size. For instance, Hybrid Analysis
has a maximum file size of 100 MB. To address this issue, we represent each analysis
report as an SQLite® database stored in a single file. Therefore, we can load and render
specific information on the web interface as needed based on queries to the SQLite
database. We use SocketlO,10 a room-based event-driven framework, as the channel
for client-frontend and client-Vision communication to transfer information about the
project and the analytic report.

FIGURE 1: AN EXAMPLE OF MALWARE FUNCTIONAL DECOMPOSITION. GIVEN A MALWARE
SAMPLE UNDER ANALYSIS (TRACK FAMILY), OUR SYSTEM EFFICIENTLY BREAKS DOWN THE
SAMPLE INTO GROUPS OF KNOWN UNITS OF FUNCTIONALITY FROM THE REPOSITORY

Result 2021/12/21-23:20... (3.4M, Function Decomposition)

Result 2021/12/21-23:20... (3.4M, Function Decomposition) (1,897 functions)
benign_sf2 (1,136 functions) Dtrack (563 functions)

The third consideration is plug-in integration. Direct integration of reverse engineering
tools such as IDA Pro!! and Ghidra!2 is highly convenient for malware analysts, as
they can obtain the analytic report on the fly while they are investigating certain
malware campaigns. However, these disassemblers come with different plug-in
requirements, especially regarding the integration of user element components. These
requirements and related APIs also frequently change. Instead, we propose connecting

9 SQLite Database: a small, fast, and self-contained database.
10 Socket.IO: Bidirectional and low-latency communication.
11 IDA Pro: an interactive disassembler.

12 Ghidra: A software reverse engineering (SRE) suite of tools.



the disassembler plug-in to the web frontend as a SocketlO-based remote procedure
call following the same project API interface we used in the Vision node. The user will
directly use the web user interface (UI) of the frontend service to conduct analysis and
access results (see Figure 3).

FIGURE 2: JARV1S SYSTEM COMPONENTS AND THE FLOW DIAGRAM FOR THE MALWARE EX-
TRACTION AND INDEXING PROCESS
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The project-based analytic and data retrieval interface is, therefore, backed by three
different implementations:

* A Python-based implementation that directly accesses the stored data in a
folder. This implementation is used for the data-locality mode, where the job
worker is assigned to the same Vision node as the stored project folder.

*  An RPC-based object proxy implementation. The executed code is the same
as for the Python-based implementation, except the APIs are called from a
different Vision node than the one in which the project folder is stored. The
API is triggered when the job worker is located in a different physical node
to the project folder.

* A SocketlO-based RPC object proxy implementation. This is used as the
plug-in-frontend and plug-in-Vision communication channel. It is separate
from the RPC-based object proxy implementation, as the communication
channel to the client and the plug-in is untrusted and needs authentication
and certain protections. Thus, the frontend can directly call a project API
to retrieve information which is then rendered on a webpage. For example,
if a list of function names of a certain range is requested, the list can be
rendered in the user’s browser. The Vision node can also connect to the
same SocketlO room, identified by the user’s unique id, to access any of the
SocketlO-connected plug-in clients.

3. MALWARE DECOMPOSITION

The clone search-based malware decomposition method consists of two procedures:
indexing and analyzing. Figure 2 shows the steps involved for a user to index an
artifact or a project which contains a list of artifacts, specifically:

1. The user submits one or more malware samples through the web browser into
an existing or newly created project. The new file event is triggered within
the SocketlO room specifically for that user. The samples are transferred to
the frontend SocketlO server in small chunks.

2. Upon receiving the complete file samples, the frontend server resolves to the
Vision cluster load balancer and RPC proxy. Files are then transferred to the
assigned Vision node, compressed, and stored in the corresponding project
folder.

3. The user submits an extraction request through the client interface. The
SocketlO server triggers the event to execute the extraction.



10.

11.

12.

The triggered event is mapped into the operator classes for all the applicable
extraction steps needed for the target resources. These operator classes
include extraction, unpacking, disassembling, and optionally decompiling.
The mapped operator classes and the specific job configuration will then be
submitted into the Vision cluster through a load balancer that considers both
data locality and individual workloads.

The assigned job executor starts communicating with the project folder via
the local project API, a SocketlO-backed project API, or an RPC-backed
project APL.

The job executor reads the necessary information about the artifacts and
writes the extracted information back to the project folder. The disassembly
code, strings, constants, and other common attributes of a malware sample
are saved to an SQLite single-file database with a customized compression
dictionary. It should be noted that each executor will be assigned a single
artifact to extract, rather than all the artifacts to increase parallelism.

Once the extraction process is complete, the user can submit an indexing job
through the web user interface on the client.

Like the previous user actions, a new event specifically for the indexing
job is fired from the SocketlO interface. The event is then mapped into the
corresponding analyzers under the operator classes. These analyzers define
any additional extraction and analysis steps needed before making an artifact
searchable.

The analyzer class and the configurations will be submitted to the Vision
node, and a job executor will be allocated for the submitted task. It should be
noted that to provide efficient access and search, certain frequently accessed
projects will be replicated across different nodes through synchronized
project API transactions, to increase data parallelism. Replications are
designed to be automatically provisioned. Once a project is accessed less
frequently, its replica(s) will be removed.

During the decomposition process, the analyzer will extract the observable
characteristics of code, data, and strings from the disassembly code. It will
then submit the extracted phenotypes as basic indexable elements into a
separate Elasticsearch cluster.

Finally, the job executor will update the project status and indicate the job
has been completed.

To conduct a decomposition analysis of a specific project, a similar list of steps is
followed, as shown in Figure 4. The user first submits an analysis request through the
user interface (Step 8), targeting a specific project. For new artifacts that do not yet
exist in the system, the user follows Steps 1-7 from Figure 2 to create a new project
and add new artifacts. It should be noted that the target does not have to be indexed.
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After Step 8 (Figure 4), the job analysis event is fired, mapped into the corresponding
analyzer classes, and then submitted to the Vision cluster, where a job executor is
requested (Steps 9—10). Once assigned the job, the executor will extract phenotypes
and run the decomposition algorithm. The analytic result is saved to a single-file
SQLite database (Steps 11-13).

The proposed functional decomposition method is a three-step process: (1) given
a target malware sample, we identify the list of assembly functions. (2) For each
assembly function, we search for its clones in a collection of benign software binaries
to remove some commonly reused library code. (3) For the assembly functions that
do not match any existing benign library functions, we conduct another clone search
against the malware in the repository. Overall, the basic assembly code clone search
is combined and repeated at the function level. To search for clones of given assembly
functions, we opted for a signature-based approach. As mentioned earlier, we extract
phenotypes, that is, observable characteristics from the assembly code, to match
functional level clones.

e Assembly code operation n-grams: Given a piece of assembly code, we
extract the list of assembly operations, such as mov, add, push, and pop.
Then, we extract sequential 7 operations as an n-gram single phenotype. For
example, (mov, add, add) is a 3-gram phenotype. We use both 2-grams and
3-gram phenotypes. These n-gram sizes were chosen based on results by
Khoo et al. [14] and our empirical evaluation.

»  Referred string constants and stack strings: Given a piece of assembly code,
we identify a list of referred string constants as phenotypes. We investigate
the data reference operations and operands in the assembly code, such as
data loading from a specific segment. Given the located data reference
address, we scan and verify if there is a valid UTF-8 or ASCII string present
by checking if the encoding is valid. For malware samples, static strings are
often obfuscated as stack strings, where each character of the string is stored
separately and combined at run time. We identify short strings from a single
basic block and merge them into a single string value.

e Numeric literals: Numeric literals are useful to match different implemen-
tations or variants of the same compression or encryption algorithm.
Figure 5 shows an example of the adler32 function, where the Oxfff1 constant
is critical for its control flow. We extract all the referred constant numbers
from the given piece of assembly code. Numeric literals can be found in
different forms in assembly code. The same number can be encoded in a
different format or be of a distinct size. We normalize the numbers according



to their type. Integers in base 2, 8, 10, or 16 are converted into integer values
in base 16 in the form of a hexadecimal string. We also include its original
form in case it is part of the disassembler analysis comments, where proper
reference resolution and value normalization have already been completed.
For floating-point values, it is difficult to match two identical numbers if
they are encoded with a different precision schema. Instead, we convert
each floating-point number into two hex strings, one for single-precision
encoding and one for double-precision encoding, as the phenotypes will
match to any format.

FIGURE 4: JARVIS SYSTEM FLOW DIAGRAM FOR THE MALWARE DECOMPOSITION PROCESS
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Given a target assembly function, we extract a set of phenotypes and match it against
the repository by combing the Okapi bm25 function and the TF-IDF function [10].
The Okapi bm25 scoring function is popular for text data retrieval, where each piece
of text data to be retrieved is represented as a set of keywords. Given a query Q and a
candidate document D, the similarity score can be formulated as:

f(gi, D) - (k1 +1) :
Y+ k- (L—b+0b-|D]javed) ()

This function is a cumulative sum of independent scores evaluated for each of the
n query terms ¢;. In this context, it is one of the extracted phenotypes, such as a
single operation 2-gram. For each phenotype ¢;, IDF(g;) measures the inverse of the
total number of assembly functions that have ¢;. A common phenotype ¢;, which is
presented in many assembly functions, will thus contribute less to the total score.
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flg;, D) measures the frequency of phenotype ¢; in the candidate function D. The
more frequently the phenotype appears in the candidate, the more representative it
is for that candidate. The frequency is normalized by the relative length of the given
candidate function compared to the average length of the assembly functions in the
repository. k; and b are two hyperparameters controlling the degree of normalization.
avgdl is the averaged document length in the database. A longer candidate function D
tends to have higher frequency counts for the extracted phenotype. This is especially
important to match for certain compiler optimizations, where loops are unrolled. &;
and b control the degree of normalization strength at the query time.

FIGURE 5: VISUALIZING THE CONTROL FLOW GRAPH OF A FUNCTION IN JARV1S. THIS EXAMPLE
SHOWS THAT 0XFFF1 IS A CRITICAL NUMERIC LITERAL FOR THE ADLER32 FUNCTION. THE WHITE
TEXT IS THE ORIGINAL SOURCE CODE

adler32
1000101b

1000101b MOV r (EBP + param_2]
1000101e  MOVZX r [EAX]

10001021  ADD

10001023  CMP

10001029  JC LAB_10001031

if (adler >= BASE)
adler -= BASE;

sum2 += adler;

if (sum2 >= BASE)
sum2 -= BASE;

LAB_10001031 1000102b

10001016
01b calls LAB_10001031 1000102b

1000102b  SUB ECX Oxfffl

LAB_10001031

Iis LAB_10001031

1000101b' (10001026
LAB_10001031

10001031  ADD ESI ECX
10001033  CM ESI Oxfffl
10001039  IC LAB_10001041

LAB_10001041 '1000103b

Given a query Q, the scores for all the candidates D are relative scores. This means
that the candidate’s score can only be compared within the result of the same query
and its range is unbounded. To bound the score into a human-friendly similarity score
of range 0 to 1, we further normalize the score and divide a candidate’s score by a
bm25 score of matching the query to itself.

bm25n(D, Q) = % (2)

This way, the candidate score is bound to 1, and it is comparable across different



queries. bm25 is the default scoring function for Elasticsearch, and it is ideal for
situations where the queries are mostly shorter than the indexed documents. This is
quite a common situation for text data retrieval in search engines. The queries mostly
consist of only a few words, and in contrast, the retrieved documents are much longer,
such as a news article. In this case, for phenotype matching in an assembly clone
search, bm25 is a useful scoring function against compiler optimization techniques
such as loop unrolling and inline function calls, where the query is indeed much
shorter than the correct candidate to be matched.

However, there are other situations where the bm25 function does not fit well. If the
query and the candidates are of comparable length, bm25 may not be ideal, due to the
normalization term for D. In this scenario, for text data retrieval, the TF-IDF scoring
function is more applicable. It can be formulated as:

DF +1 1
DF(g) 11 sqré((D]) )

thidf(D, Q) = Z sqrt(f(gi; D)) - log(

Where ¢; D, and flq;, D) are the same as above. DF and DF(q;) are the document
frequency and the frequency of sample ¢; in the document respectively. Like the
bm25 score function, the TF-IDF score function is also an unbounded relative score.
Following the same approach, we normalize the TF-IDF score by dividing it with a
self-match TF-IDF score:

thdf(D, Q) @)

tfidfn(D, Q) = thdf(Q, Q)

Finally, we combine both scoring functions into a unified similarity score for candidate
ranking by considering the discriminative power in the retrieved candidates:

d(Q,s) = DKL(mEx{s(di 1i=1.D)} || {1,0,0,...,0}) (5)
k elements
Dgr(allb) = Zai -log2(a;/b;) (6)

Given a query O, we measure the discriminative power of s € {bm25n, tfidfn} by
comparing the KL-divergence between the top-k retrieved candidate scores, where
k is the user-defined parameter controlling the maximum number of returned results,
and a one-hot vector of & elements where only the first element is 1. An ideal scoring
function in an ideal situation should be able to provide good discriminative power
over the list of candidates while only keeping the first candidate a perfect matching
score. Then, we select the scoring function that yields the lowest value of d:
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bm25n(D, @), if d(Q,tfidfn) > d(Q, bm25n) (7)

i .1 .t D7 .
similarity (D, Q) {tﬁdfn( D,Q), otherwise

As discussed earlier, the decomposition process consists of three main steps.
Algorithm 1 provides the details of each individual step. Line 1 corresponds to Step
1 for assembly function extraction and retrieval. Lines 2—8 correspond to Step 2 for
the clone search against a list of benign artifact projects. The goal is to first remove
any known functions commonly existing in the benign executables. Lines 1018
correspond to Step 3, where we search for unknown functions in the malware projects.

Algorithm 1 Functional decomposition of a sample s by clone search

1: Q < extract(s) > Retrieve assembly functions from the artifact s after disassembling
2: unknown = {}

3: for Q@ € Q do > Loop through each extracted function Q.
4 m < maz, {similarity(Q, D) : D € B} > Clone search against benign set.
5: if m !=1 then > If m equals 1, we found a known benign function.
6: unknown = {m, ...unknown} > Store the unknown function.
7 end if

8: end for

9: decomposition < {} > The decomposition result mapping.
10: for u € unknown do > Loop through each unknown function .
11: m < maz{similarity(u, D) : D € M} > Clone search against the malicious set.
12: for r € m do > Loop through each candidate.
13: if r.score == mg.score then > Consider entries having the same top score.
14: p « project(r) > Retrieve candidate’s project ID.
15: decomposition[p] = (u,r) > Store the entry result entry under given project.
16: end if

17: end for

18: end for

19: return decomposition

4. EXPERIMENTS

To test our design, we created a repository of 200,000 malware samples along with
100,000 benign samples. Malware samples are grouped based on their family, and the
samples of the same family are stored in the same Vision project. All benign samples
are stored in the same project. It takes around 43 hours in total to unpack, disassemble,
and index all the samples. Afterwards, we use a separate set of malware families
to simulate zero-day malware families and samples that were not indexed into the
system. The malware repository contains 394 families, and the repository of benign
binaries contains 4,098 categories. Table I lists some of them. To simulate the zero-
day malware families, we use a list of families that are not indexed in the repository.

For each sample in the zero-day malware family set, we search and attempt to match
it against all the samples, including the benign repository, the malware repository, and
the zero-day set, using malware decomposition analysis. Given an analytic result, we



remove all the detected benign assembly functions and check to see to what family
the majority of the rest of the assembly functions belong. Figure 6 shows an example.
In total, there are 356 functions after removing the 35 benign functions. There are 156
functions that matched the Evora family and 145 functions that matched the Fathula
family (no overlapping functions). Therefore, the top-matched family for this sample
is Evora. Given all the samples of a malware family, we estimate the ratio of samples
matched for each of the zero-day families. Figure 7 shows the matching ratio across
different families and across the zero-day set. It shows that the majority of the malware
families were correctly matched (100% ratio). There were two false negatives (15%)
for the Fathula family and one false negative (5%) for the RenoFloss family.

TABLE I: SOME SAMPLE MALWARE FAMILIES AND BENIGN SOFTWARE CATEGORIES USED IN
THE EXPERIMENT

Malware Repository Agent Tesla, Formbook, GuLoader, NanoCore, RemcosRAT, MASS
Logger, NjRAT, Dridex, Quakbot, Gozi, AveMariaRAT, Snake Keylogger,
IcedID, AsyncRAT, RedLine Stealer, HawkEye Keylogger, Cobalt Strike,
RaccoonStealer, NetWire, ModiLoader...

Benign Repository Winamp, Mozilla Firefox, Maxthon, SeaMonkey, Windows Live Messager,
Pidgin, ESET Nod32, Defraggler, Avant Browser, TortoiseSVN, Picasa2,
Google Talk, VirtualBox, Thunderbird, Silverlight, PowerDVD, FastStone
Image Viewer, PowerlSO, Flash Player, 7z, MySQL, Blender, XBMC Media
Center, Win7codecs, Tera Term Pro...

Zero-day Set Dtrack, Evora, Fathula, Flobal, IronTiger, Ketrican, LightNeuronPE,
RenoFloss

FIGURE 6: TREE MAP VISUALIZATION OF THE ANALYTIC SUMMARY FOR A SAMPLE FROM THE
EVORA FAMILY

Result 2021/12/28-16:29... (284K, Function Decomposition)

Result 2021/12/28-16:29... (284K, Function Decomposition) (356 functions)
Evora (156 functions) Fathula (145 functions)

pe32.amadey
(9 functions)
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FIGURE 7: SIMILARITY MATRIX REGARDING THE MATCH RATIO IN THE ZERO-DAY FAMILY
TESTING SET

Dtrack Matc}lwed Ratio

Evora

0.8
Fathula

Flobal 0.6

IronTiger]
0.4

Ketrican

LightNeuronPE| 0.2

RenoFloss

Besides the tree map view shown in Figures 1 and 6, our Ul also allows the user to
further explore the detected cloned functions (Figure 8). The user can browse the
list of assembly functions (left panel). After clicking on one of the entries, the user
can see the list of detected function clones on the lower right panel. The user can
also compare and see the differences between the selected assembly function and the
candidate function by clicking on one of the entries. The differences are visualized
using either a typical text comparison method or that combined with a graph-based
comparison method. Additionally, the user can click on any of the rectangles shown
on the tree map to further break down the detected clones of a specific family to see
how the clones are distributed across samples in a specific family. The upper-right
panel in Figure 8 shows an example of clicking into the benign group and seeing how
the functions of different benign samples can be matched.

5. RELATED WORKS

Malware similarity analysis is the area of research methods for matching malware
variants. Similarity analysis research has shown multiple different techniques for
successful variant matching, such as feature hashing, neural network-based similarity
analysis, and clone detection. One method proposed by Jang et al. used hashed feature
vectors and co-clustering techniques for malware detection and family classification
[11]. In a real-world environment, there is no way to predict which features will be



significant in the future. This is why JARV1S bases its analysis on assembly code.
Neural networks have also been applied to malware family categorization. Works
proposed by Hsiao et al., Zhu et al., Stokes et al. and Khandhar all used Siamese-
based neural network architectures for malware family classification [6]-[9]. Unlike
JARVIS, these methods either fail to show any results against zero-day malware or
show results with decreasing accuracy.

FIGURE 8: THE USER INTERFACE FOR RENDERING OUR DECOMPOSITION ANALY SIS RESULT
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Clone searching is a method of searching for duplicate code fragments in multiple
software repositories [12]. Clone searching for benign software has been researched
due to the frequent practice of copying and pasting code with minor changes.
Recently, clone searching has expanded to analyze assembly code [13]-[17]. Khoo
et al. identified code clones using control flow sub-graphs and data constants [14].
Extracted semantic signatures were compared for clone detection by Hu et al. by
emulating binary function execution [15]. Farhadi et al. proposed BinClone, a tool for
malware code fragment clone detection using a token-level approach [16]. Asm2Vec,
a framework to learn the lexical semantic relationships of assembly functions based
on assembly code, was proposed by Ding et al. [13]. In addition, Ding ef al. proposed
the static framework KamInO for assembly code-based clone search [17]. Unlike
these systems, not only does JARV 1S find the similarities between binaries but also
compares the binaries in relation to their behavior and their connection to APTs.
Furthermore, JARVI1S provides a human-friendly environment for result analysis.
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Xue et al. and Lee et al. have also conducted clone searches on assembly code, but
the systems they proposed were designed specifically to find compromised code in a
repository [18], [19].

6. CONCLUSION

In this paper, we proposed a new malware triage system. Given a piece of malware, it
can trace the origin of the extracted assembly functions from known binary categories
and samples. We proposed the concept of phenotype assembly clone search, where
one can match different assembly functions based on their observable characteristics.
The proposed system is designed with scalability, efficiency, and adaptability
considerations. For real-world application, JARV1S has been designed for seamless
integration into an existing APT processing pipeline. Our experiments show that the
system is efficient and accurate in analyzing new malware samples from both known
and unknown malware families.
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Abstract: The internet of things (IoT), autonomous driving, or Industry 4.0 —
regardless of the application scenario envisioned, next-decade technologies reliant on
connectivity will be based on 5G infrastructure and become increasingly dependent
on virtualizations to provide adequate and adaptable network services. Virtualized
network functions (VNFs) are used to provide services through software that replaces
dedicated network devices. This shift from physical devices to software functions
allows easier response and adaptation to environmental conditions (e.g. changes in
network traffic or infrastructure). As such, they build the core of modern networks and
are crucial to achieving the low latency and high speed of 5G networks. However, this
makes VNFs of particular interest to cyber criminals, hacktivists, and state-sponsored
hackers.

In October 2019, the EU Commission identified state-sponsored attackers as the
major threat to the security of 5G networks. The EU’s risk assessment identified
core security requirements that are different for 5G networks. Due to the reliance on
software, types of devices, and services connected and the heavily interconnected
nature of 5G networks, there are more entry points for attackers. Nokia’s head of
product management security has said that 5SG networks have 200 times more attack
vectors than their 4G predecessors. Network services such as VIMs (virtualized
infrastructure managers) have already been identified as crucial assets that are
expected to be heavily attacked.

This article investigates how selected NATO and Western allies have addressed
these issues of 5G network security over the past two years, while the pandemic has
further highlighted societal dependency on network infrastructure. In particular, it will
consider software supply chain security and the approach to foreign vendor integration.
It investigates to what extent allies share views and practices on 5G security, which is
necessary to ensure a united, secure network across borders. It will also consider the
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implications of adversary activities directed against identified weaknesses and offer
essential principles for how to cope with the emerging threats.

Keywords: 5G networks, software supply chain security, emerging threats, cyber
conflict, cooperative and coordinated defence

1. INTRODUCTION

Societies will soon be highly dependent on new and highly complex communications
technologies currently being rolled out. But these technologies introduce a whole
range of new vulnerabilities ripe for exploitation by both state and non-state actors.
This paper considers the precautions that must be taken at a state and collaborative
level, such as through NATO, in order to avoid worst-case scenarios where adversaries
leverage these new vulnerabilities to achieve everything from low-level damage to
strategic geopolitical gains.

Many of the application scenarios envisioned in the near future (such as IoT,
autonomous driving, and Industry 4.0) will utilize technologies that are increasingly
dependent on virtualizations to provide adequate and adaptable network services.
These new technologies will determine the digital evolution of the coming years
and have in common an increasingly complex underlying technical and strategic
configuration. This will make it increasingly hard for decision-makers to estimate
the impact their decisions have on the underlying technology and whether political
decisions made are technically feasible.

A purely technical approach to the security and protection of critical network
infrastructure will be insufficient to keep moving forward securely within the
upcoming networks, given recent geopolitical developments. We will discuss how the
technology shifts experienced will also impact strategic and political decision-making
and how to cope with the implications this has.

5Gnetworks are often perceived as anew networking standard that simply uses anumber
of new protocols and frequencies. But this is an oversimplified picture of the nature
of 5G networks. The underlying structure consists of a mixture of soft- and hardware
components whose complexity and orchestration may be difficult even for dedicated
experts to grasp fully. This becomes even more evident when security predictions
are to be made or when policy regulations are to be implemented technically. Given
this level of complexity, it is difficult to lead an adequate, appropriate, and reality-



based discussion between technical and non-technical stakeholders. Attempting to do
so typically leads to a high level of abstraction and a meta-language that hides any
underlying technology. This abstract and veiled discussion does not provide decision-
makers with enough knowledge about the underlying properties to make well-
based decisions and — conversely — makes it harder for IT professionals to translate
regulatory language into technical implementations, as the demands are technically
too unspecific and abstract and sometimes even incompatible with the underlying
architecture. This communicative difficulty is already a security threat in its own right
and significantly exacerbates already complex technical security concerns.

In October 2019, the EU Commission identified state-sponsored attackers as the
main threat to the security of 5G.! The EU’s risk assessment identified core security
requirements that are different for SG networks. Due to the reliance on software,
the types of devices and services connected, and the heavily interconnected nature
of 5G networks, there are more entry points for attackers. Nokia’s head of product
management security stated that 5G networks have 200 times more attack vectors than
their 4G predecessors.2 Network services such as VIMs (virtualized infrastructure
managers) have already been identified as crucial assets3 that are expected to be
attacked heavily.

The European Union Agency for Cybersecurity (ENISA) report ‘Threat Landscape
for 5G Networks’# describes a list of evolving threats, and multiple experts have
published their findings and concerns regarding the security of the underlying
technology. While one may assume that the technical community is aware of these
threats (although the same assumption may not apply to anyone outside this largely
self-contained bubble), what is truly lacking is a discussion on how these threats may
impact political decisions and how adversary strategies may utilize this evolving threat
landscape to their benefit. The prominent discussion that immediately comes to mind
is the exclusion of Huawei from contributing to the development of 5G networks in a
range of Western nations. Although this might suggest that there is already adequate
discussion on 5G security concerns and their policy implications, closer investigation
proves the contrary.

The concerns addressed in the Huawei exclusion were mainly regarding the
development of hardware components. From the view of an IT security professional,

1 NIS Cooperation Group, ‘EU Coordinated Risk Assessment of the Cybersecurity of 5G Networks’, Report,
9 October 2019: ‘This will, in turn, increase the number of attack paths that could be exploited by threat
actors, in particular non-EU state or state-backed actors, because of their capabilities (intent and resources)
to perform attacks against EU Member States telecommunications networks, as well as the potential
severity of the impact of such attacks.”

2 Emily Jackson, ‘5G Has 200 Times More Access Points for Hackers than Existing Networks, Experts
Warn’, Financial Post, 24 January 2019, https://financialpost.com/telecom/attack-surface-has-multiplied-
Sg-networks-more-vulnerable-to-hackers-conference-told.

3 ENISA, ‘Security Aspects of Virtualization’, Report, February 2017.

4 ENISA, ‘ENISA Threat Landscape for 5G Networks: Threat Assessment for the Fifth Generation of
Mobile Telecommunications Networks (5G)’, Report, November 2019.
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hardware security flaws are, of course, not to be neglected, but the more serious
concern in 5G networks ought to be around the software attack surface. This was not
a prominent topic within the public discussion, nor did the discussion lead to clear
guidance for how Western nations ought to proceed with Huawei or other software
contributors that are considered to be controlled by adversarial state interests.

As 5G, and the already planned 6G, is currently forming the backbone of the
networks we use for a multitude of applications, we need to ensure that security
aspects are considered adequately and jointly on both the strategic and technical level.
Technical flaws in future network backbones resulting from inadequate translation
or communication between strategic decision-makers and technical practitioners
may render Western nations susceptible to politico-technical blackmail by adversary
actors. This is especially the case if the adversary has the technical knowledge and
power to abuse these weaknesses and if the adversary is aware of these weaknesses
before Western nations are. This is a one-way street — this weakness cannot be used by
Western nations for retaliatory offensive measures against such adversaries.

Some of the crucial questions that must be asked among allies are: do we consider
security in 5G networks equally, and do we take appropriate actions? Are these actions
technically feasible, and do the technical implementations correspond to our strategic
plans? Can we agree on equivalent levels of security to be met, and what are our
measures to uphold this level of security? Are these measures compatible with each
other, especially on the technical level? Or do they induce further security threats?
And most fundamentally of all, have plans for networks provided for their protection
and resilience against attacks using state-level capabilities and resources?

The remainder of this article investigates how NATO and Western allies have
addressed these issues of 5G network security over the past years, while the pandemic
has highlighted societal dependency on network infrastructure still further. In
particular, it will consider software supply chain security and the approach to third-
party contributions. It investigates to what extent allies share views and practices on
5G security, which is necessary to ensure a united, secure network across borders. It
will also examine adversary activities directed against identified weaknesses and offer
guidelines on how to cope with the emerging threats.

2. 5G SECURITY CONSIDERATIONS

A proper grasp of the new security challenges presented by 5G requires an unders-
tanding of the highly complex technology involved. 5G networking introduces a
number of technologies that political and strategic decision-makers may be unaware of



but that are critical to understanding the risks incurred. These include the virtualization
of hardware components, network slicing, software-defined networking, and the
orchestration of these software components. All of these introduce CI/CD (continuous
integration/continuous deployment) security aspects to network backbones, because
the essential software will need to be developed and deployed continuously, opening
up the backbones to CI/CD attack patterns.

CI/CD security is already an issue today, but usually this only affects software
products — that is, a specific program, not the general backbone(s) of critical national
infrastructure. Hence, CI/CD attacks have until now often only been relevant to
software firms producing high-value targets, such as operating system developers.
But in the same way as attacks against virtualized environments (considered further
below), both the likelihood of attack and the profile of attackers are likely to change
substantially due to the unprecedented nature of the 5G environment. An additional
danger is that one attack pattern may be used to infiltrate the entire backbone;
previously it was only able to attack a single software product. In effect, a single CI/CD
attack against a suitable software component not only can be deployed against a wide
geographical area but also, through a partially autonomous roll-out of updates, can
easily and rapidly propagate to a wide variety of networks.

As ENISA states in its recent report on the 5G security landscape:>

One of the most important innovations in the 5G architecture is the complete
virtualisation of the Core network.... These novel network technologies and
concepts that rely heavily on ‘softwarisation’ and virtualisation of network
functions will introduce new and complex threats. The core network is the
central part of the 5G infrastructure and enables all functions related to
multi-access technologies. Its main purpose is to deliver services over all
kinds of networks (wireless, fixed, converged).

A. Virtualization and Software-Based Architecture

At the core of the development of 5G lies the transition of several architectural
components from previous hardware-based to software solutions. This transition
has allowed the introduction of new functionalities that are crucial to meeting the
demands that 5G networks were developed to address.

Virtualized network functions (VNFs) are used to provide services through software
that replaces dedicated network devices. This shift from physical devices to software
functions allows easier response and adaptation to environmental conditions
(e.g. changes in network traffic or infrastructure). As such, they build the core of
modern networks and are crucial to achieving the low latency and high speed of

5 ENISA, ‘Threat Landscape for 5G Networks’, Report, December 2020.
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5G networks which are currently being deployed. They build the new backbone of
our upcoming networks. However, this makes VNFs of particular interest to cyber
criminals, hacktivists, and state-sponsored hackers, especially as new attack vectors
are introduced.

While virtualization does provide some means of inherent security, especially against
attacks found on the lower end of technical capabilities, it also introduces new
vulnerabilities, especially when expecting malicious actors from the higher end —
dedicated, state-sponsored IT professionals paid to invade and infiltrate target networks.
The particular threats that arise in 5G networks based on virtualization involve the
possibility of ‘cross-contamination’ of shared hardware resources, the introduction
of software components as basic network functions lacking integrity, and in general,
the attack vectors associated with virtualization environments (e.g. such as hypervisor
vulnerabilities and virtual machine escape attacks). Currently, it is anticipated that 5G
network security to cope with virtualization attacks needs to be standardized and may
be integrated fully based on existing solutions. However, the vast examples of attack
vectors directed against virtualizations do make this approach questionable. Many
of these attack vectors have been considered rather theoretical attacks in the past, as
they required skilled personnel and financial resources. It was presumed that non-state
actors were rather unlikely to make such an investment, especially as valuable targets
usually combined virtual and physical security measures. This argument is no longer
valid, since we must expect primarily state- and state-sponsored actors to attack the
backbone of 5G networks and can no longer rely on physical security in 5G.

The fact that attack vectors against virtual environments are — compared to regular
attacks experienced on networks today — relatively complex to carry out renders them
even more likely to appear on 5G networks, as the attacker profile is likely to differ
from today’s network attackers. This may change over time, but it is reasonable to
expect that 5G networks will initially be a sector for high-skilled attackers rather than
a playground for off-the-shelf exploits and ‘script kiddies’.

NFVs (network function virtualizations, a structure used for technical management
and orchestration) are used to manage and orchestrate the virtualized basic, previously
hardware-based, network functions. In order to do so, software components need to be
addressable (in technical terms) in a standardized way. This is realized through inter-
component interfaces, known as APIs (application programming interfaces). These
APIs are challenging to design without introducing security vulnerabilities for a vast
variety of technical reasons, whose explanation would exceed this article’s scope but
which may be categorized as ‘API vulnerabilities’. Other expected vulnerabilities are
account compromise, unauthorized (privileged) user access, unauthorized inspection
or modification of data, and compromise of management and orchestration (MANO)



components. This may lead to an invasion and subsequent control over the MANO
module of the network and thus unauthorized control over all communication,
functions, and operations performed through this network.¢

B. Network Slicing

One of the achievements of the ‘softwarization’ of networks is the introduction of
what are known as ‘network slices’. Network slices allow the provision of ad-hoc
networks perfectly fitting the current demands of the users. They are built on the
integration of various software components, on demand, providing a specific network
view. Basically, this concept is similar to the virtual end-to-end networks known today.
However, in this case it is not merely a common channel being used by two parties but
rather a set of network components (which are provided by means of software, such
as VNF) that are orchestrated into a bundle, which may then be shared among a given
set of users, meeting their specific demands at that time. This inherently introduces the
need for adequate business and trust models in order to know whom to trust with the
provision and exchange of components, as well as complex orchestration mechanisms
to uphold the dedicated security level (see Section D). This introduction to slicing
is necessarily brief, but more detailed explanations can be found in the references
below.”

While authentication and authorization mechanisms have been introduced with release
16, several security concerns remain unaddressed. These concerns are particularly the
handling of compromised or malfunctioning network slices and the security of shared
media (recall that network slices are based on software components which run on
third-party hardware — such conditions have been used in the past to compromise and
extract information). Major security flaws have already been detected in the concept.8

C. Software Supply Chain

It is inherent to the architecture of 5G that its core is composed of software components
jointly operated on shared hardware. These software components communicate
among each other for coordination purposes (see above section on API security).
Additionally, this yields the concern of software integrity and software supply
chain security.? Software supply chain security is relevant not only for the initial

6 ENISA, ‘Threat Landscape for 5G Networks’, Section 3.7.2, ‘Security Considerations’, Report, December
2020.

7 Xenofon Foukas, Georgios Patounas, Ahmed Elmokashfi, and Mahesh K. Marina, ‘Network Slicing in
5G: Survey and Challenges’, IEEE Communications Magazine 55, no. 5 (May 2017), 94-100; NGMN
Alliance. Description of network slicing concept. NGMN 5G P1, September 2016, https://www.ngmn.org/
publications/description-of-network-slicing-concept.html.

8 Mairin O’Sullivan, ‘5G Network Slicing Vulnerability: Potential for Fraud or Data Leakage’,
AdaptiveMobile Security Blog, https://blog.adaptivemobile.com/5g-network-slicing-vulnerability-fraud-
data-leakage; Vitor A. Cunha, Eduardo da Silva, Marcio B. de Carvalho, Daniel Corujo, Joao P. Barraca,
Diogo Gomes, Lisandro Z. Granville, and Rui L. Aguiar, ‘Network Slicing Security: Challenges and
Directions’, Internet Technology Letters 2, no. 5, September/October 2019 (first published 29 July 2019),
https://doi.org/10.1002/itl12.125.

9 ENISA, ‘Threat Landscape for 5G Networks’, Section 3.3.2, ‘Core Architecture (Zoom-in) — Security
Considerations’, December 2020.
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development and deployment but for the whole software life cycle, especially for
updating and maintenance purposes.

One of the goals of the 5G architecture was to allow various parties to easily contribute
to the 5G networking landscape. The concept is that various network operators share
the frequencies provided by the telecommunication provider, based on software and
virtualized components. This inherently raises the question of the software’s origin,
integrity, and quality. Additionally, the vast attack surface of CI/CD security is
introduced in order to allow continuous development and deployment.

Once installed, software needs to be maintained in order to respond to changes in
the infrastructure, demands, or novel threat vectors and weaknesses. While hardware
components have been affected by an increasingly short life cycle over the past
decades, this life cycle still spans from months to years before a hardware component
is considered outdated. Code, which produces the software product, has a much
shorter life cycle, often spanning days to weeks. If hardware is considered static,
modern software should be considered highly versatile and agile.

The ‘softwarization’ of the SG core also leads to the necessity to keep these components
updated and securely compatible, as a gap between different components may in turn
again introduce new threats, lead to malfunctions, and reduce the overall security of
the network. A rushed update (e.g. in order to swiftly respond to a novel attack vector
observed during an attack) may weaken the overall network structure even further.
The network’s protection will only be as strong as its weakest software component,
or the weakest link between software components. This software component may be
shared and the sharing will often remain unnoticed from within the network, as well as
the use of infiltrated software or background updates. This puts further responsibility
on the MANO.

D. Management and Orchestration (MANO)"

The multitude of actors, domain environments, roles, and rights involved make the
management and orchestration of network slicing a challenging task. This is even
more true when considering the security implications. Technical flexibility comes at
the price of higher complexity and security risks. It is to be expected that attackers
will be aware of this fact and that attacks will be developed to directly target this
weakness. While security and authorization requirements for management services
have been defined, these have not yet been implemented.

Another important aspect is that of post-incident analysis within network slices.
Measures must be taken to provide logs of the activities from within the network slice;

10 ENISA, “Threat Landscape for 5G Networks’, Section 3.5, ‘Management and Network Orchestration
(MANO)’ and Section 4.5 “Vulnerability Groups for Network Function Virtualization — Mano’, December
2020.



however, this automatically introduces the need for several unrelated slices to write to
a common, shared medium, which is generally considered a security vulnerability in
virtualizations. Yet if this information is not provided, network slicing may be used to
convey malicious actors’ activities, making attribution even more complex.

E. Actions Among Allies

Western nations vary widely in their approach to the security of 5G networks and
in the basic assumptions that drive their policy. This is clearly illustrated by the
example of Huawei and other foreign technology providers being excluded from the
development of 5G in some Western nations. While Sweden has excluded the two
Chinese contributors, Huawei and ZTE, from participating in the development of 5G
in Sweden (with Huawei filing an appeal against this ban),!! Norway has decided
not to strictly ban the use of 5G equipment. Despite demands from the Norwegian
government in December 2019, Telenor’s development of the 5G network in Bergen,
Norway, is mostly based on Huawei sources and will remain so until 2024, when
Telenor will remove untrusted sources due to security considerations.!2 Austria
initially decided not to rule out the use of Huawei technology in 5G networks but
stated (under former chancellor Sebastian Kurz) that it would coordinate its actions
with the EU.13 A more recent statement indicates that SG may be built with Chinese
contributions in Austria, serving Telekom Austria’s 25 million customers across
Austria, Bulgaria, Croatia, Belarus, Slovenia, Serbia, and North Macedonia and using
Chinese vendors in Bulgaria and North Macedonia for 4G.14 Belgium initially found
no evidence of possible espionage through the utilization of Huawei’s technology
and hence decided not to ban Huawei from contributions to the Belgian 5G network
development.!> However, it was reported that Belgian operators Orange Belgium
and Proximus dropped Huawei as a consequence of US pressure to exclude Chinese
vendors.16 It was later reported that Belgium had previously experienced a pro-Huawei

11 Reuters, ‘Huawei Appeals Sweden’s Ban on Company for Selling 5G Gear’, 1 October 2021, Reuters,

https://www.reuters.com/business/media-telecom/huawei-appeals-swedens-ban-company-selling-5g-

gear-2021-10-01/.

Gregers Moller, ‘Experts: Huawei Equipment Used for Expansion in Bergen Is a Cause for Concern’,

ScandAsia, 8 October 2021, https://scandasia.com/experts-huawei-equipment-used-for-expansion-in-

bergen-is-a-cause-for-concern/. ‘Despite clear demands from the Norwegian government and several

reports of concern regarding safety concerns related to the use of Chinese technology, the Chinese telecom

giant Huawei is still responsible for most of the equipment used for the development of the 5G network in

Bergen, Norway and that is a cause for concern. Experts believe that if they want, the technology can be

controlled from China, Bergens Tidende writes quoting Bergensavisen and Nettavisen’.

Reuters Staff, Austria to Collaborate with EU Partners on Huawei 5G Decision’, Reuters, 20 January

2020, https://www.reuters.com/article/us-austria-5g-huawei-tech/austria-to-collaborate-with-eu-partners-

on-huawei-5g-decision-idUSKBN1ZJ10R.

14 Supantha Mukherjee, ‘Telekom Austria May Consider Huawei, ZTE for 5G Networks: COO’, Reuters, 23

June 2021, https://www.reuters.com/business/media-telecom/telekom-austria-may-consider-huawei-zte-5g-

networks-c00-2021-06-23/.

Amée Zoutberg, ‘Belgium Will Not Join UK in Banning Huawei from Its Telecom Networks’, Brussels

Times, 14 July 2020, https://www.brusselstimes.com/news/belgium-all-news/121568/belgium-will-not-

join-uk-in-banning-huawei-from-its-telecom-networks.

16 Supantha Mukherjee and Mathieu Rosemain, ‘Huawei Ousted from Heart of EU as Nokia Wins Belgian
5G Contracts’, Reuters, 9 October 2020, https://www.reuters.com/article/us-orange-nokia-security-5g-
idUSKBN26UOYY.
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malign influence campaign.!7 Britain decided to remove Huawei’s technology from
its telecommunication networks and demanded its vendors reduce Huawei’s share
of the network infrastructure to 35% by 2023.!18 This process, which is expected
to take until 2027, was instigated by the United States, alleging that Huawei posed
a security threat due to its closeness to the Chinese government.!® Orange France
decided to avoid using Chinese vendors when developing European 5G networks but
envisions Huawei playing a role in the African 5G rollout.20 If there is a pattern among
Western approaches to 5G security, it appears to be a consensus within the ‘Five Eyes’
partnership, and wide variance outside it.2!

Many of the discussions around whether Huawei equipment (or software, as described
above) should be used in 5G networks centred on the question of whether a “backdoor’
existed in available equipment. The crucial realization, however, is that the 5G
architecture does not need ‘backdoors’ to be built into the system. The mere ability
to contribute to the 5G core network constitutes a backdoor. The 5G architecture
demands continuous integration and continuous deployment of function and software
updates. As there is currently no valid option to automatically check code iterations
for complex malicious execution options, this either must be monitored by IT
professionals or will simply be based on trust in the contributor. The huge number of
code iterations and updates that will propagate through a multitude of virtualizations
makes it unlikely that this monitoring can be done by humans.

In addition, the complexity of the architecture and the distributed nature of its
development opens up a still greater risk of supply chain attacks. In mid-2020,
detection of the SolarWinds attack demonstrated the critical importance of software
supply chain transparency and integrity (as well as the power of CI/CD attacks, as
described above).22 It is equally vital that the construction of 5G network architecture
for NATO member states is protected from hostile state interference — but this begs

17" Adam Satariano, ‘Inside a Pro-Huawei Influence Campaign: A Covert Online Push to Sway
Telecommunications Policy in Favor of the Chinese Company May Presage a New Twist in Social
Manipulation’, New York Times, 29 January 2021, https://www.nytimes.com/2021/01/29/technology/
commercial-disinformation-huawei-belgium.html.

18 Ryan Browne, ‘British Mobile Carriers Warn Removing Huawei Will Cause “Blackouts” and Cost
Billions’, CNBC, 9 July 2020, https://www.cnbc.com/2020/07/09/vodafone-and-bt-warn-about-cost-
disruption-of-removing-huawei.html.

19 Thomas Seal, ‘BT’s $700 Million Job to Rip-And-Replace Huawei 5G Begins Here’, Bloomberg, 14 May
2021, https://www.bloomberg.com/news/articles/2021-05-14/bt-s-700-million-job-to-rip-and-replace-
huawei-5g-begins-here.

20 Clara-Laeila Laudette and Supantha Mukherjee, ‘Orange Sees Role for Huawei in 5G Africa Rollout”,
Reuters, 30 June 2021, https://www.reuters.com/business/media-telecom/orange-sees-role-huawei-5g-
africa-rollout-2021-06-29/.

21 Abroader overview of other nations’ stances on the regulations of Chinese vendors’ contributions to
their 5G backbone deployment is available at Reuters Staff, ‘Factbox: Huawei’s Involvement in 5G
Telecoms Networks around the World’, Reuters, 20 October 2020, https://www.reuters.com/article/
idUSL8N2GR34Y.

22 Lily Hay Newman, ‘A Year After the SolarWinds Hack, Supply Chain Threats Still Loom’, Wired, 12
August 2021, https://www.wired.com/story/solarwinds-hack-supply-chain-threats-improvements/.



the question of how to exclude software providers owned by interests within those
adversary states if they are already integrated into the network provision ecosystem.23

3. STRATEGIC GOALS OF ADVERSARIES IN
NETWORKS OF NATO ALLIES

It is essential that any new technology that introduces critical dependencies within
NATO nations be adequately secured against threats from both non-state and
state actors. This requires a full and regularly updated assessment of the aims and
approaches to conflict of a wide range of possible adversaries. It also requires full and
honest recognition of the threat among NATO allies themselves, and an acceptance
that a state of notional peacetime does not mean that hostilities are not being waged
by any available means.

The new vulnerabilities introduced by the specific nature of 5G networks lend
themselves to a wide range of unfriendly and overtly hostile actions by adversaries.
As with other forms of information threat, these span a broad spectrum of ambition,
from simply causing damage with no other specific objective in mind, to high-level
geostrategic change brought about through indirect means.24 Non-like-minded
nations, including but not limited to Russia and China, have closely studied means
of damaging or destroying the civilian communications networks of NATO member
states, and it should be anticipated that this probing for vulnerabilities will intensify
as relations deteriorate further. Russian president Vladimir Putin has repeatedly
promised responses to Western actions that are unexpected and ‘asymmetric’.25 To
prevent such responses, NATO governments should seek to minimize their self-
inflicted vulnerabilities.

Nevertheless, unless adequately secured, 5G networks simplify the task of the attacker
in achieving their aims. Examples include:

Network destruction and information interdiction. Adversaries can achieve effects
remotely that currently require physical intervention against telecommunications
infrastructure.26 This could be either in support of a localized objective, or a widespread
attack in order to intimidate or blackmail victim states into political concessions.

23 See, for example, BraindNet, a provider of software-defined networks (SDNs), NFVs, and more, listed
on Intel’s Network Builders site as part of their ecosystem but acquired by Kaspersky Labs in late 2021.
‘Kaspersky Acquires Brain4Net’, Channel Post Middle East and Africa, 7 November 2021, https://
channelpostmea.com/2021/11/07/kaspersky-acquires-brain4net/.

24 NATO Handbook of Russian Information Warfare, NATO Defence College, November 2016, https://www.
ndc.nato.int/news/news.php?icode=995.

25 Max Seddon and Henry Foy, ‘Putin Threatens “Asymmetric” and “Tough” Response to US Sanctions’,
Financial Times, 21 April 2021, https://www.ft.com/content/724560a3-5b8e-483d-8262-¢62053247366.

26 K. Giles and K. Hartmann, ‘Adversary Targeting of Civilian Telecommunications Infrastructure’,

2021 13th International Conference on Cyber Conflict (CyCon), 2021, 133-150, doi: 10.23919/
CyCon51939.2021.9468303.
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Infiltration, espionage, and situational awareness. The substantial increase in the
number of attack surfaces that must be protected will facilitate attempts at stealthy
penetration of networks for the purpose of long-term surveillance and data collection.

Subversion and other sub-threshold attacks. The nature of 5G networks will introduce
an additional layer of deniability to attacks on communications networks and
connectivity, as attribution becomes more technically, and thus especially politically,
complex.

In addition, the nature of 5G, as well as other advanced technologies’ reliance
on it, presents adversaries with opportunities for the innovative exploitation of
vulnerabilities. Cyber blackmail for political coercion is not a novel concept, but
it takes on new dimensions thanks to the propagation characteristics of 5G. For
demonstrations of the blackmailer’s capabilities, destruction of critical national
infrastructure remains a relatively unlikely option, given the near-consensus that
this constitutes an act of war. However, if such an attack were carried out, isolation
measures intended to protect critical infrastructure would limit its reach. By contrast,
more subtle interventions — like increasing the latency of the virtual network functions
used for autonomous driving — allow less detectable operations but, at the same time,
could affect much wider areas and spread throughout broad networks. In other words,
rather than attacking an element of critical infrastructure, such as a water supplier,
attacking a NFV will hit not just that one water supplier but any network operator
using the NFV. And depending on the NFV (or any other software component crucial
to the backbone), this may propagate rapidly and widely, including across borders —
like a domino at a central junction.

4. RECOMMENDATIONS

As described in Section 2, 5G gives rise to new technical attack vectors, as well as
old ones. However, this fact is true for most new technologies, and it is not the reason
for this article. The urgency arises due to the processes involved and the effects that
the gap between technological implementation and strategic decision may have on the
political level. It is important for decision-makers to realize that a basic understanding
of the underlying technology is essential and cannot be delegated.

A. Coping with Novel Threats

The technologies used to build our future networks will not only allow us to move
forward in application scenario terms but also force us to do so technically and
strategically. As an example, ENISA reports that, while it was previously impossible
to migrate the workload of a technical component from one service provider outside



of the defined legal and policy boundaries of that provider without notice, this threat
is now technically feasible. In fact, as georestrictions cannot be enforced on NFVs in
5@, it is possible to move VNF from one location to another undetected.2’

Consideration of some of the possible goals of adversary activities and the possible
motivation for attacking 5G networks highlights that the threat should not be assessed
only in terms of espionage and destruction. Infiltration, control, and strategic and
political tactics should also be taken as serious concerns. 5G not only provides us
with the capability to accelerate technologically but also provides our adversaries
with a new dimension of operational domain. While cyberspace has always been the
domain considered most easily attacked remotely and without attribution, 5G takes
this statement to a new level. Through the softwarization of our networks, we remove
a large portion of the last barrier of what has often been considered the ‘physical
security’ of our network backbones. This is a development that cannot be stopped — in
fact, reliance on this technology is firmly built into future development plans. But the
nature of the threat, especially on the strategic and operational layer, dictates taking
precautions now.

B. Exchange Among Professions

As the relevant European institution, ENISA does an excellent job of keeping experts
updated and delivering reports on recent developments. However, these reports
have a technical depth that will most probably make them incomprehensible to non-
specialists. We strongly encourage lively exchange between technical and strategic
personnel. An example of how this can be achieved is to bring together national and
international decision-makers and developers in a similar manner as done in agile
software development.28 The objective of doing so would be bi-directional: to foster
a deeper understanding of the underlying technology at the strategic level and, at the
same time, to accelerate the understanding of strategic and political considerations
and implications among technical personnel. This requires both groups to have the
opportunity to easily and directly exchange their thoughts.

C. Consensus Strategy and Implementation

Furthermore, Western allies must ensure that they not only enforce strategic decisions
nationally but also achieve common consensus policies. This will allow limitation in
the variation of the technical implementations (which is already considerable) and
may reduce incompatibilities. It also provides the chance to better control the gap
between policy and implementation. Furthermore, strategies on adequate and secure
CI/CD from a strategic view, especially on propagating software updates, must be

27 “Localisation of functions: Attacks aiming to place and migrate workload outside the legal boundaries
were not possible using traditional infrastructure. Using NFV, violation of regulatory policies and laws
becomes possible by moving one VNF from a legal location to another illegal location, because there is no
mechanism to enforce georestrictions.” (ENISA Threat Landscape for SG Networks).

28 Kim Hartmann, ‘Shift Left: Secure by Design and Agile Development’ (Original title: ‘Linksruck — Shift
Left — Secure by Design und agile Entwicklung’, special issue, iX 16 (2020): 66-71.
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developed and enforced. Measures must be installed to identify and remove malicious
software instances among allies. Ways of ensuring this must be discussed in the
context of allied and multinational operations and meeting different nations’ demands
collaboratively. Further research and discussion in this field is needed.

D. ‘On-Boarding’

As technical implementation is the practical enforcement of whatever strategic
decision is made, awareness among technical personnel of the strategic and political
implications of technical decisions must be raised. Additionally, it is reasonable to
demand that national institutions place decision-makers in the developer teams of
software components that have such a wide impact on national cyber sovereignty.

An example of how this could be done is in the context of agile development by
creating a dedicated role within the team. Due to the novelty of the technology and the
beginning of an era where cyber sovereignty and the security of states are being placed
in the hands of software developers, this role must urgently be defined for exactly this
purpose — since it has not been previously required, it does not currently exist. While
the exact outline of such a role and the professional skills required still need to be
defined, we stress that current practice is inadequate for the described purposes, as
it broadens the gap between policy-level stakeholders and the implementation team
while not truly ensuring that someone on the team fully understands all technical,
political, and strategic decisions.

This approach is feasible if the stakeholder is only interested in the final product
outcome but does not need to understand how this product is achieved and if the
developers do not care about the political or strategic implications of their development
decisions (outside their technical scope). However, when it comes to the development
of the backbone of our future networks, the strategic and political knowledge of
decision-makers must be integrated into the development process, and strategic and
political decision-makers must be aware of how their decisions are being implemented
and the implications of the technical decisions being made. If it turns out to be
impossible to empower decision-makers to this extent in terms of technical expertise,
then consideration should be given to how dedicated professionals with expertise
regarding the intersection of technical and political decisions can be educated. How
this can be achieved or if there are other ways to solve these difficulties may be a
subject for further research.



5. CONCLUSION

Future network technologies will be critical enablers for economic development
and prosperity in NATO member states and among Western allies. But the steady
deterioration of relations with key adversaries — and the emergence of new ones —
means that any new capability must be carefully assessed to ensure that, along
with prosperity, it does not bring a means to severely harm the interests of the state
introducing it.

Compared with previous means by which adversaries could attack one or more
NATO member states or Western allies, 5G network technology combines a unique,
and potentially uniquely damaging, set of attributes. It will be ubiquitous; other key
technologies, including critical national infrastructure, will be highly dependent on it;
the attack surface is accelerated; and most importantly of all, it will be easily accessible
to hostile actors once they establish themselves as contributors to the software
backbone. The result is that as well as a radical step forward in telecommunications
capability, 5G also risks offering an open door to those who would wish to cause harm.

It is therefore vitally important that planning for further rollout of 5G takes full
account of the fact that it is being deployed in a hostile world. An essential element
of this is a security mindset that combines geopolitical and technical awareness.
This awareness must, in turn, inform a critical assessment of who should and should
not be trusted to contribute to the construction of the networks — and, just as vitally,
whom they, in turn, enlist as subcontractors. Given the complexity of the software
backbone under construction today, it is unlikely that software from contributors
found to be questionable can be fully removed at a later date. It is even unlikely
that covert operations to compromise network components could be discovered at
all. The implication is that NATO states may find themselves operating networks that
are partly controlled by foreign nations without them even noticing, until it is too late
— for instance, if a hostile power makes political demands while threatening to shut
down public communications or network components serving critical infrastructure.

The other vital element of ensuring a secure architecture for 5G is ensuring that
technical experts and government-level strategic planners are communicating clearly,
effectively, and fully. The challenge of the language gap between technical and policy
personnel is hardly a new one — but it becomes vastly more important as network
architectures become increasingly incomprehensible to non-experts. Ensuring
that both groups are talking to each other in a way that ensures that what is being
discussed is implemented, and what is implemented is actually understood with all
its strategic and political implications, is another essential safeguard against this vital
new technology being used as a weapon against the states adopting it.
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