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Last but not least, we notice on the margins of the graph a couple of clusters of
ASes that represent the sub-spaces of Ukraine’s cyberspace, namely Crimea and the
Donbass regions, which are dealt with in the next section.

FIGURE 4. UKRAINE’S PATHS TO THE GLOBAL INTERNET, JUNE 2019

C. A Complex Network, Hard to Control

The Ukrainian network is therefore two-headed, with a few major ASes providing most
paths toward the global Internet (Figure 4). It also appears to be rich and distributed
from the heart of the country, with some peripheral ASes, on average two jumps away
from a major Ukrainian AS. The disputed territories are exceptions, as seen below.
Following the Berkman Center of Internet and Society, we measured the complexity
score of the network (Roberts et al. 2011) to better understand its architecture.
This metric captures the complexity of a network within a country by looking at
the diversity in the announcements of IP addresses assigned to the country. A high
complexity score means the possibility of a larger set of routing paths, through more
providers, to connect ASes to each other or to the global Internet. A low complexity
score (below 1) indicates with more certainty a network that is easy to control and to
protect by periphery defense (like gatekeepers or firewalls). Also, high complexity
means that it will be more difficult to introduce major changes, for example through
a cyber-attack, into the structure of the country’s network. In other words, changing



the structure of a complex network involves putting in a lot of effort to overcome the
native resilience resulting from the complexity of the network.

The results of the complexity score and control value calculation (Table 1) show that
both Russia (141) and Ukraine (79) have very high complexity scores compared to
other countries of the region. This means that if important changes are observed in the
connectivity structure of these two countries, this would likely result from a deliberate
effort to implement such a transformation.

TABLE I: COMPLEXITY SCORE AND CONTROL VALUE IN THE BLACK SEA REGION, DECEMBER
2019

Countries Number of ASes Complexity Score Control Value
Ukraine 1821 79.2 0.18
Russia 5049 141.3 0.10
Bulgaria 620 23.6 0.14
Turkey 448 2.7 0.06
Georgia 91 1.8 0.46
Romania 1040 39.8 0.41
Moldova 136 3.6 0.49

We calculated another metric proposed by the Berkman Center: the control value
(Roberts et al. 2011). This metric leverages the notion of “points of control,” defined
as the minimal set of ASes needed to connect 90% of advertised IPs in the country to
the external world. The lower the control value, the greater the centralization of the
network (Salamatian et al. 2019).

Ukraine requires only 18% (about 328 ASes) of its total number of ASes to announce
90% ofits allocated IP addresses. This means that controlling these 328 ASes could be
enough to control almost all traffic, considering the small size of ASes. Although the
control value is not very high, the profusion of ASes makes the network particularly
complex and therefore difficult to control. Russia’s control value is lower (10%), but
the number of ASes and the complexity score are much higher.

Overall, Ukraine’s network is diverse and very complex with a multiplicity of actors
involved and a few powerful foreign neighbors who ensure most of the external
paths. The strategies of territorial appropriation developed by Russia in Crimea and
the development of geopolitical conflicts on the ground therefore constitute a major
challenge in cyberspace.
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4. THE FRAGMENTATION OF
CYBERSPACE IN UKRAINE

Crimea and Donbass have been forcefully fought over since 2014. Crimea was
annexed in March 2014 and is now ruled by the Russian Federation, although Ukraine
continues to claim sovereignty over the oblast. Russia controls the territory and its
main infrastructures, including the Kertch bridge and supply channels for water, energy
and Internet access. The two self-proclaimed republics of Donetsk and Luhansk are
in a very different situation, since they pit separatists backed by unofficially involved
Russian forces against Ukrainian military forces that have been joined by independent
volunteers.

Although these conflicts are still active, the territorial limits have stabilized and the
Ukrainian government has lost power in both territories; to Russia in Crimea and to
independently elected bodies in Donbass. Network control is part of the territorial
disputes that redefine power relationships. This process enhances the loss of sovereign
control by Ukraine’s government and reinforces the dependency of these territories
on external actors.

A. The Emergence of Crimea and Donbass as Separate “Territories”
in Cyberspace

Our graphs reveal the fragmentation of Ukraine’s cyberspace. In 2013, the ASes of
Crimea and Donbass were fully integrated into the Ukrainian network (Figure 5), as
illustrated by the central position of the Crimean ASes Crelecom and CrimeCom at the
heart of Ukraine’s network. There was no identifiable region in Ukraine’s cyberspace.
These ASes are indeed quite distant from each other on the graph, which means that
they did not share the same connections. In 2019, we can see sub-regions clearly,
characterized by clusters of ASes at the periphery of the networks, which reflect two
different geopolitical situations: the annexation of Crimea by Russia, on the one hand,
and the marginalization of Donbass in the wake of the separatist uprising, on the other
hand.



FIGURE 5. REPRESENTATION OF UKRAINIAN AND RUSSIAN ASES, SEPTEMBER 2013
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The close-up in our first graph (Figure 6) demonstrates the successful appropriation
by Russia of Crimea’s connectivity. Most Crimean ASes are now registered in Russia
and are connected to Russian ASes. Russia managed to capture nearly all the traffic
and there are almost no paths left to Ukraine’s main ASes. Despite this amalgamation,
Crimea remains at the periphery of the Russian network, as illustrated by the position
of Crimean ASes on the graph. This spatial distance means that the number of
connections between Crimean ASes and Russian ASes is limited. This observation
could be explained by a deliberate strategy to isolate Crimea’s network to better
control it. This hypothesis requires further research.
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FIGURE 6. DONBASS AND CRIMEA,
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Donbass sits in a different position, apparently at the interface of Crimea and Ukraine.
Its ASes have clearly migrated toward Russia but still share many connections with
Ukrainian ASes. Donbass has become marginalized in the Ukrainian network, but not
fully integrated into the Russian network.

How did this happen? We chose to focus on the case of Crimea to uncover the steps
that led to the split between Crimea and Ukraine’s cyberspace.

B. Russia’s Strategies of Territorial Appropriation of Crimea in
Cyberspace

Russia demonstrated its will to control the network as early as February 28, 2014,
when a Russian commando force seized the building and equipment of the Ukrainian
company Ukrtelekom and cut its cables that linked Crimea to Ukraine, thus
disconnecting the largest part of the peninsula from the Internet. But the complexities
of Internet connectivity required a more sophisticated strategy to address the concerns
of Russian officials, as expressed by the Prime Minister in a tweet on March 24,
2014: data transit between Crimea and Moscow could not be provided by foreign
companies.

Russia restored access to the Ukrainian connectivity, but put in place a progressive
strategy that led three years later to the digital annexation of Crimea and the



marginalization of Donbass. At that time, it was physically impossible for Russia to
ensure that all the Crimean traffic could go directly to the Russian mainland through
the Kerch stretch, which explains why access to Ukrainian connectivity had to be
restored in 2014. For at least three years, Russia had to rely partially on two fiber-
optic cables connecting Crimea to the rest of the world via the isthmus of Perekop, a
wide strip of land connecting the peninsula with the Ukrainian mainland. To avoid this
situation, Rostelecom, the Russian company in charge of its implementation, bought
1,700 km of cables from the two main ISPs, Datagroup and Atrakom, and unveiled 46
km of new cables through the Kertch Strait, the only option to avoid transit through
Ukrainian hubs, on April 25, 2014.

Meanwhile, in mid-April 2014, Rostelecom invested 15 million rubles in one of
its branches, Miranda Media, to run operations in Crimeal!4 and the first cable was
activated on July 17, to secure strategic military communications in priority. Miranda
Media (AS201776) popped up in the routing tables. A second cable (905 km long)
was deployed on May 15, 2017 to absorb the traffic of Internet users as Miranda
Media became more central. In July meanwhile, Ukraine’s government decided to
stop providing Internet access to Crimea through the two optic cables that linked them
together.15

In addition, Russian companies pursued an active strategy of buying local ISPs and
convincing others to use their services. Many ISPs became Russian as a result of
pressure, to avoid potential problems, or out of loyalty to the government (Ermoshina
2018). The following graph (Figure 7) shows the overtime evolution of registration
of ASes in Crimea.

FIGURE 7. DISTRIBUTION OVER TIME OF CRIMEA’S ASES BY COUNTRY OF REGISTRATION
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IS “yipauna npepsana csi3b ¢ Kpsivom,” Comnews, July 24, 2017, accessed June 6, 2019, http://www.
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This situation is also due to Ukrainian sanctions against companies that continued to
provide Internet connectivity to Crimea after the annexation. Major ASes, Russian
ones included, were forced to withdraw from Crimea to avoid jeopardizing their
activities elsewhere. As a result, smaller Crimean ASes started growing bigger and
more central in a network that became structured around three major ASes: Miranda
Media (AS201776), Crelcom (AS6789) and CrimeaCom (AS28761), all registered
in Russia. A graph of Crimean ASes and their direct neighbors (Figure 8) shows the
centrality of these three providers in the network. At the heart of this graph are three
major Russian ASes: Rostelecom, SPBNIT and Fiord. A few Tier 1 American ASes
are present, but are not central in the graph (Hurricane, Level 3).

FIGURE 8. REPRESENTATION OF CRIMEAN ASES AND THEIR DIRECT NEIGHBORS, JUNE 2019
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Crimea’s network became increasingly centralized around three major actors close
to the Russian power. Although we could not measure it, we can hypothesize that the
level of complexity of Crimea has decreased as a result of these changes.



The amalgamation of Crimea with the Russian network is confirmed by a measure
of latencies. We used the Atlas network to target two IP addresses, one in Simferopol
(Crimea) and one in Nova Kakhovka (Kherson), and sent over 900 pings from Ukraine,
Russia, Romania, Georgia, Moldova, Bulgaria and Belarus. The results presented in
the two following maps (Figure 9 and 10) clearly show the difference of connectivity
between these two points in the network: Crimea is in the privileged access zone of
Moscow, no longer in Kiev’s.

FIGURE 9. CRIMEA’S TOPOLOGICAL PROXIMITY TO MOSCOW, MEASURED BY LATENCIES, 2019
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FIGURE 10. CRIMEA’S TOPOLOGICAL MARGINALIZATION FROM UKRAINE, MEASURED BY
LATENCIES, 2019
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C. Longitudinal Study of Ukraine and Russia ASes

The fragmentation is also well reflected by the antagonism between Ukraine and
Russia. A selection of graphs representing ASes of Russia and Ukraine at different
times of the crisis show the clear relationship between the evolution of the topography
and topology of Crimea and the unfolding geopolitical events (Figure 11). We observe
three tendencies: 1. the break-up and progressive integration of Crimea into the



Russian network; 2. the marginalization of Donbass; 3. the gradual increase in the
distance between the two countries.

FIGURE 11. THE FRAGMENTATION OF UKRAINE’S CYBERSPACE, 2014-2018
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5. CONCLUSION

Our study shows that geopolitical conflicts over territories do have a clear impact on
the shape of cyberspace, and that the same dynamics of annexation and fragmentation
can be observed. In Crimea and Donbass, Russian authorities and separatist forces
were able to attract digital traffic into their respective networks and modify BGP routes
in order to divert the local Internet traffic from continental Ukraine, drawing a kind of
“digital frontline” consistent with the military one. This resulted in the fragmentation
of Ukraine’s cyberspace, leading to the emergence of separate sub-spaces. The study of
the Crimean Peninsula and of Donbass leads to important methodological findings that
can allow us to: (1) define and map digital borders at the routing level; (2) analyze the
strategies of actors conducting actions via BGP; (3) categorize these strategies, from
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traffic re-routing to cutting off entire regions for intelligence or military purposes; and
(4) anticipate future uses for BGP manipulations by identifying strategic bottlenecks
within the network.

The ability to demonstrate a government’s influence and deliberate strategies of
territorial appropriation requires further work. Through the combination of BGP data
and fieldwork-based research, we were able to demonstrate that the case of Crimea
reveals a clear intent, on the part of Russia, to achieve a control of the connectivity in
addition to the physical territory in the peninsula. This case study also reveals the role
played by Ukraine in this dynamic of fragmentation through its decision to sanction
companies providing connectivity to Crimea.

As a result, the cartography of routing paths should be seen as an additional tool to
observe geopolitical conflicts, and their consequences on cyberspace, that should be
used in combination with other methodologies to obtain a more complete picture.
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