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Abstract: While many states are developing national cyber security strategies, the exact role
and responsibilities of the armed forces in cyberspace often remain unclear. Although attention
has been devoted to acquiring specific technical capacities and expertise to act in cyberspace,
decision-making processes, doctrines for deployment, and procedures generally lack systematic
analysis. The first part of this article therefore focuses on whether militaries in their own
national context contribute to defensive cyber security tasks. Common national challenges are
identified, as are approaches that potentially improve cyber security through better civil-military
cooperation. The article then examines the organisational structures in place across Asia and
Europe to enable better international military cooperation for cyber related incidents. It outlines
how international cooperation might assist a better exchange of information to increase cyber
defence effectiveness, specifically between Asia and Europe.
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1. INTRODUCTION
As cyber security is increasingly conflated with national security, there is debate on whether
cyberspace is being militarised.1 Armed forces across the globe are investing in their capacity to
defend their networks and systems, and increasingly, preparing to conduct military operations
in cyberspace. While alarmists in academia and politics warn of the threat of ‘a digital Pearl
Harbor’ or a ‘cybergeddon’, potentially paralysing a connected society,2 the question of how
armed forces can or should contribute to enhancing and protecting national and international
cyber security, outside of an armed conflict, has not been fully answered yet and has thus far
received limited academic attention.
This article therefore aims to investigate the challenges faced by different European and Asian
nations in defining the role of the armed forces regarding cyber security and how these are
formulated in official national documents. The focus lies exclusively on the militaries’ defensive
tasks, excluding possible ‘offensive operations’. This article builds on the results of a workshop
organized by the S. Rajaratnam School of International Studies (RSIS), Singapore and Leiden
University Centre for Terrorism and Counterterrorism (CTC), which was held in Singapore in
November 2014 and made possible by the ministry of defence of the Netherlands.
The article is divided into two sections. The first section examines the military’s role in national
cyber security while the second section considers the structures in place across Asia and Europe
to enable better international military cooperation for cyber related incidents between the two
regions.

2. THE MILITARY’S ROLE
IN NATIONAL CYBER SECURITY
This section focuses on the challenges involved in defining and clarifying the responsibilities
of the armed forces regarding the protection of national security and how these relate to civilian
authorities. Common national challenges are identified, as are approaches that potentially
improve cyber security through better civil-military cooperation.
The growing dependence of critical infrastructure on digital technology has been generally
recognized and, consequently, the protection of national critical infrastructure is a central tenet
in most cyber security strategies and policies. The way in which cyberspace is structured and
governed means that the digital domain presents several challenges when it comes to protecting
national security. In cyberspace, the classical distinctions between military and civil, public
and private and national and international actors are less clear-cut. For instance, as critical
infrastructure is predominantly run by the private sector in most countries across Europe and
Asia, although not all, some form of public-private partnership for crisis management and
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incident response is necessary.3 While many approaches are possible, ranging from stimulating
self-regulation to interventionist government policies, complex issues remain related to the way
in which governments address their responsibility for the protection of critical infrastructure.4
In both Asia and Europe, different ministries are responsible for coordinating cyber security
issues and critical infrastructure protection. These ministries range from the ministry of
justice (as is the case in the Netherlands and Indonesia), the ministry of the interior (Estonia
and Germany), the ministry of technology or information technology (India, Malaysia and
Thailand), to the ministry of defence (Denmark). The varied way of conferring responsibility
has its origins in different factors, such as historical context, domestic considerations, and wider
geostrategic concerns. The consequences, however, are significant as the legal mandate can
vary per sector, with ministries of the interior or home affairs predominantly concerned with
public order, ministries of justice with law enforcement and ministries of defence with national
security. From this perspective it would be logical for a country which considers cyber crime
the most serious threat to mandate the justice ministry with the coordination of cyber security,
while one fearful of state sponsored espionage or cyber conflicts should be more inclined to
give a lead role to defence organisations. While more research is certainly warranted in this
area, it appears that, although national policies and strategies certainly reflect perceived cyber
threats, the institutional embedding of roles and responsibilities in the cyber domain often
follows a different logic and is more a result of specific political and organizational traditions
and processes.
National perspectives on whether to focus on the opportunities or threats of cyberspace also differ
within both Asia and Europe. In Asia, for instance, countries such as Laos and Cambodia have
a low ratio of Internet connectivity, and, given their less cyber dependent critical infrastructure,
their cyber security policies are developed more from the perspective of the opportunities these
offer for economic growth. India also has a cyber policy that focuses strongly on the economic
policies.5 Some countries like Spain and Thailand seem most concerned about cyber crime
and malicious cyber activities from non-state actors. Although cyber crime is described by
many countries as the major threat in Asia and Europe, simmering interstate tensions and a
host of cyber incidents that have been kept from public view imply that the securitisation6 of
cyberspace is perhaps more acute but less acknowledged in Asia. South Korea, for example,
is formally still at war with North Korea, and, together with Japan, the country has been the
target of cyber attacks, indicating North Korean involvement.7 Central to the Asian geopolitical
context is the position of China and the perceived United States pivot to the Asian Pacific,
and several countries in Southeast Asia are involved in long-standing territorial or maritime
disputes with China. Some countries estimate that the most serious threat emanates from statesponsored cyber activities. Irrespective of official threat analyses, the distinction between cyber
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crime and state-sponsored activities is often blurred in practice, with attribution being costly in
terms of time and effort.8
Since there is no consensus on the threat landscape and there is a large diversity of political
systems and cultures, there is no single institutional construction that can be identified as a role
model for others. Various issues are, however, addressed in similar ways. What stands out, for
instance, is that when nations define the roles and responsibilities of the armed forces vis-ą-vis
civilian authorities in cyberspace, these are translated as literally as possible from the physical
world. For example, the Dutch defence strategy for operating in cyberspace states that “[t]he three
core tasks of the Defence organisation are leading for the armed forces’ efforts in cyberspace.”9
When defining government responsibilities in cyberspace, states therefore generally start by
adapting existing mandates and institutions.10 Furthermore, there is general recognition of the
need for a “comprehensive approach” to cyber security, in other words coordination between
all stakeholders, and a need for cooperation between all relevant public, private and military
entities. To improve cooperation, some countries like France and Australia have positioned the
organization responsible for coordinating cyber policy at the highest level, directly under the
prime minister or president. As ministries logically further their own organizational interests, be
it the economy, human rights or security, this institutional construction allows for the balancing
of higher order interests. An example would be defence or intelligence services advocating
upstream data collection or keeping zero-day vulnerabilities unpatched for legitimate security
reasons, while international economic or political repercussions might outweigh the security
benefits.
Although the need for close cooperation between the armed forces and civilian authorities is
often explicitly addressed in national security as well as national cyber security strategies, few
countries are clear about the ways in which these intentions are to be realized. For instance,
the French national cyber security strategy presents cyber defence as a civilian challenge,
without mentioning the role of the armed forces.11 Furthermore, although the armed forces
are represented in the Information Systems Security Strategic Committee (comité stratégique
de la sécurité des systèmes d’information), headed by the General Secretary for Defence and
National Security, there is no further mention of the role the armed forces play in the response
to high impact cyber attacks against critical infrastructure. Another example is the 2010
national security strategy of the United Kingdom which emphasises the “need [for] a whole-ofgovernment approach to implementing this National Security Strategy.”12 Neither the national
cyber security strategy nor the annual progress reports on the national security strategy and the
national cyber security strategy, however, make any specific reference to cooperation between
the armed forces and civilian cyber security authorities.
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A common thread in Europe and several Asian countries is the limited role of the military
in protecting critical infrastructure. This is understandable as most threats against national
security in cyberspace will, at least during peace-time, be directed against civilian (public or
private) infrastructure and will therefore have to be dealt with primarily by the organisations
themselves, organisations responsible for sectoral oversight, and law enforcement agencies.
Some nations have institutional and legal structures in place that allow for the assistance of the
military in crisis management and incident response in case of a national emergency. In Europe,
there seems to be consensus that these military capabilities should fall under civilian authority
when deployed.13 In many countries in Asia, however, a stronger and more coordinating role
for the military does not seem controversial.14 Nonetheless, in (cyber)crisis situations outside of
an armed conflict, the role of the armed forces remains limited in most countries. National cyber
security strategies indicate that in most countries the military have no formal responsibility at all,
except in securing their own networks and as an eventual last resort if assistance is specifically
requested by the civilian authorities. Japan seems to be the exception where paradoxically the
armed forces have a very limited constitutional role. The Japanese National Cyber Security
Strategy seems to give a leading role to the Self Defence forces in responding to cyber attacks
against critical infrastructure, although the language is somewhat ambiguous.15
The emergence of a new policy area may lead to inter-agency fighting for as large a share as
possible of newly allocated resources.16 This can also take place within military organisations
where there might be competition for resources between military intelligence and the various
operational commands. Interagency rivalries can lead to unclear lines of command, often
illustrated by the use of ambiguous language for the division of responsibilities. This vague
use of language stands out when comparing national strategies and policy papers. In many
countries, the division of responsibilities in crisis situations is not clear cut in official documents.
Moreover, in situations where there is clear division of responsibilities, this has often not yet
been tested in a real crisis situation. The current Dutch approach, for example, seems to be to
bring together all the relevant stakeholders in a crisis situation and expect issues of command
and responsibility to be resolved during the evolution of the crisis.17
However, in crisis situations, such vagueness will likely have a negative impact on the
effectiveness of the response. The Estonian Cyber Security Strategy of 2014 recognises this
problem and states that in order “to ensure the ability to provide national defence in cyberspace,
the state’s civilian and military resources must be able to be integrated into a functioning whole
under the direction of civilian authorities as well as being interoperable with the capabilities
of international partners.”18 Furthermore, to clarify such institutional issues and ensure that
organisations are prepared when a crisis occurs, it is vital that nations conduct intensive training
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and exercises with all stakeholders to get a more accurate understanding of the practical
requirements in actual crisis situations.
Information-sharing between civilian and military or government and private actors is also
considered to be crucial for crisis management and incident response. An important part of
cyber defence, such as situation awareness, good threat intelligence analysis and building
network resilience, takes place before the threat manifests itself as an attack. One institutional
arrangement that facilitates information-sharing is the colocation of military and civilian
Computer Emergency Response Teams (CERT’s). This is, for instance, the case in France
and Australia.19 For example, the Australian Cyber Security Centre, which was established in
November 2014, falls under the joint responsibility of the Attorney General and the Ministry
of Defence. It is headed by a major general who commands the Department of Cyber and
Information Security Directorate at Australia’s Signals Intelligence Agency. It should be noted,
however, that having a military officer as head of such a unit can convey a certain unwelcome
signal to third (state) parties, in a region where military tensions should be carefully managed.
Although certainly beneficial from an information sharing perspective, colocation could
negatively impact on the perceived neutrality of government controlled CERT’s.
When considering the role of the armed forces in cyber defence, it is important to also consider
the distinction between the military and the intelligence sector. While the military often has
a limited role in protecting national critical infrastructure outside of an armed conflict, the
intelligence agencies play an increasingly important role in cyber security. In most countries,
the technically proficient signals intelligence agencies have been tasked with cyber operations
and these organisations are often military. The United Kingdom’s Government Communications
Headquarters (GCHQ) is one of the few signals agencies that is civilian and, in addition, also
responsible for the government’s CERT.20 This is not an unusual construction and it allows
for the efficient monitoring of networks for malware while also facilitating surveillance and
espionage activities.21 Intelligence agencies are responsible for the acquisition of data and
information, and they execute covert operations that can encompass anything from sabotage to
psychological operations.22 This means accountability, transparency, and information-sharing
with third parties are probably more complicated when intelligence organisations are involved
instead of the military alone.
Regarding cooperation between (military) intelligence agencies and other public and private
organisations, countries should recognise that the legitimate interests of these entities can vary
greatly. For instance, the goal of a national CERT or a National Cyber Security Centre is to
collect information on threats and vulnerabilities to inform stakeholders and provide solutions,
whereas intelligence services may have a very different interest. They may instead require
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information on threats and specific weaknesses so that they can exploit them when the national
need arises. Cyber security strategies and policies therefore need to recognise and clearly define
these different security interests.23 The practice of designating an overarching responsible cyber
unit facilitates an executive decision when these interests clash. National policies, regulations
and procedures should stipulate what information should be shared, how organisations should
work together to address a specific threat or incident, and how organisations should process and
disseminate information on threats and vulnerabilities as well as counter measures.

3. ENHANCING MILITARY COOPERATION
ACROSS ASIA AND EUROPE
The challenges faced by nations when defining the role of the military regarding cyber
security also have important international dimensions. Improving international cooperation
between civilian and military entities and between international organisations should therefore
strengthen the national security of individual states. This section therefore considers structures
across Asia and the EU to enable better international military cooperation between the two
regions for cyber related incidents. Given the widespread concern that a cyber incident, whether
in the civilian or military domains, could cause tensions and unwanted escalation, makes efforts
to improve international cooperation especially important. Additional mechanisms should
be developed to enhance transparency, predictability, and stability and to reduce the risks of
misperception, escalation, and conflict that may stem from the use of cyber capabilities.24 This
is especially the case since military cooperation structures are currently at a relatively early
stage of development. In terms of establishing cooperation, it is also important to consider that,
as noted earlier, not all countries across these two regions share the same threat perception
or strategic priorities. Historical context, domestic considerations and the wider geostrategic
context in both regions remain significant factors. And while several of these findings may not
be particularly surprising, with the requisite political willingness, there are several mutually
beneficial opportunities for deeper cooperation that could be pursued as a starting point for
longer term collaboration.
Improved mechanisms are important given (i) the nature of cyber threats; (ii) the growing
interest in cyber capabilities that are difficult to control with arms control mechanisms; (iii) an
increasing recognition by many states of cyber as another domain for military operations, and
(iv) operations that are becoming increasingly dependent on the availability of a secure digital
environment. While there is a great deal of institutional capacity within NATO and the EU,
experts highlight that beyond this there is a lack of fixed structure or templates for international
military cooperation. At this juncture, military-to-military cooperation on cyber related matters
is somewhat limited, particularly since countries are at different stages of policy development,
and common understanding (which experts cite as one of the most important factors for
cooperation) is lacking in this area.25 The EU Cyber Defence Policy Framework, which was
adopted in November 2014, identifies the significance of international cooperation and states
that there is a need to ensure dialogue with international partners, specifically NATO and other
23
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international organisations (in particular, it states that increased engagement should be sought
within the framework of the OSCE and UN).26 The European Defence Agency (EDA) and
European External Action Service (EEAS) are therefore establishing a more extensive contact
network and beginning to engage both at the bilateral level with third countries in Asia, such
as India and China for example, as well as with regional organisations.27 The 2013 Cyber
Security Strategy of the EU also calls for increased engagement with key international partners
and organisations and recommends that EU consultations should be designed and coordinated
to add value to existing bilateral dialogues between EU Member states and third countries.28
This is especially significant for the Asia region, where interstate relations are complex. When
considering European policies toward Asia, it is important to not just consider the role of the
EU collectively but also EU Member states’ national strategies and the complex relationship
between the two.29 Furthermore, general observations point out that while EU Member states
“tend to break ranks in pursuit of national gain” across the world, the “multilevel complexity
of relations between Europe and Asia is of a different order to the situations that exists in
other regions”.30 Analysts highlight what seems to be a growing view in ASEAN that the EU
has become overly anxious over China’s rise and is consequently still neglecting to engage
systematically with the rise of other Asian powers.31 In Asia, ASEAN is central in a regional
architecture that includes groupings such as the ASEAN Regional Forum (ARF), ASEAN
+3, East Asia Summit, and the ASEAN Defence Ministers Meeting-Plus (ADMM-Plus). The
ADMM and ADMM-Plus are the key defence forums within ASEAN that focus deliberately
on practical cooperation. The ARF provides an important opportunity for dialogue and it has
hosted several workshops on matters such as the use of proxy actors, cyber incident responses,
and CBMs in cyberspace. A working draft on CBMs is under negotiation by ARF participants,
including the EU, and it is hoped that an active contact list will be agreed soon. However, there
is some criticism that this process has already taken over two years.32 Furthermore, experts
have voiced concern over the efficiency of such diplomatic channels in this region given the
speed with which cyber incidents might occur and the fact that there can be some difficulty
in establishing what falls within either the political or military realms.33 For now, there does
not seem to be extensive coordination between the dialogue at the ARF and the ADMM and,
ideally, the work of the foreign affairs tracks on cyber related matters could complement that
of defence.
While several statements calling for regional collaboration on cyber threats have been issued by
defence ministers at previous ADMM meetings, discussions on stronger collaboration and the
possible development of an “ASEAN master plan of security connectivity” do not seem to have
extensively progressed.34 The Network of ASEAN Defence and Security Institutions (NADI)
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did hold a workshop on emerging cyber security challenges and responses in 2013 at which
it tabled recommendations for consideration. NADI is a Track II forum that complements the
ADMM and furnishes recommendations into the ADMM process by bringing defence officials
and analysts together to discuss security matters that are sometimes deemed too sensitive
for discussion at official Track I meetings.35 While there is a close network of officials who
regularly attend the ASEAN defence meetings and an evident shared focus on the concrete
implementation of policies that rivals parallel negotiations between civilian ministries, there is
still a greater need in both the ASEAN region and the wider Asia Pacific for enhanced CBMs and
transparency measures such as further military-to-military engagements, dialogue, information
sharing, joint exercises, official military-to-military contact points, and crisis communication
procedures.
In both the EU and Asia, cyber defence is a national sovereign prerogative. Military cyber
defence in the EU is currently considered to be at a relatively early stage of maturity.36
Moreover, cyber defence capability varies greatly between the Member states - for example, a
2013 EDA-commissioned study found a complex and diverse picture regarding cyber defence
capabilities within the 20 participating Member states.37 The study further noted that the
complex operational set up between the EDA, EEAS, General Secretariat of the EU Council and
European Commission, and related EU agencies like the European Network and Information
Security Agency (ENISA), the European Cybercrime Centre (EC3) and CERT-EU should be
highlighted.38
Similarly, the Asia Pacific is a diverse region comprising countries that are at very different
stages in terms of cyber technologies as well as strategy development and implementation. In
addition, the institutional and operational structures of regional organisations, like the much
smaller ASEAN Secretariat, are far more simplistic than those within the EU. Cyber defence
capabilities vary significantly between countries across the region and given the sensitivities
surrounding cyber security, in particular capabilities, it can be difficult to precisely ascertain the
extent to which state actors have developed or acquired capabilities. In spite of this, increased
military developments of operational cyber capabilities are expected.39 The challenge lies not
so much in an increase in military acquisition of capabilities, since states will seek to develop
capabilities, but rather experts are also concerned about the current lack of military-to-military
dialogue.40 This is particularly pertinent given the strategic context of the Asia Pacific region
where there are high national security sensitivities, unprecedented military modernisation and
defence spending, on-going territorial and maritime disputes, uncertainty surrounding China
as a regional military power and the United States’ ‘pivot’ towards Asia, as well as heightened
concerns over North Korea. Non-state actors cause even further complication, and the growing
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levels of cybercrime in the region could cause further instability because of connections to
espionage and military activities.41
In fact, current analyses identify that the most dynamic areas of Europe-Asia relations have
recently come through extended bilateral efforts on both sides rather than on a region-toregion basis.42 Such bilateral cooperation could be less problematic for militaries to develop,
particularly since it might sometimes be easier to establish trust and when the relationship is
based on national priorities, shared interests are often easier to identify.43 In order to create
an environment for cooperation in cyber defence, military experts argue that while these
are sovereign decisions, sovereignty itself is not in fact the decisive factor - trust and shared
interests are more powerful drivers when deciding on the degree of cooperation.44 More
recently, analysts further observe that cooperation efforts at the sub-regional level between likeminded groupings from Asia and Europe can sometimes allow for the embedding of practices
that could then be extended to a regional level.45 These observations also apply to cooperation
efforts between groupings in Asia and Europe (or further afield) in cyber related matters.
Although, some argue that while it is probable that like-minded communities can create CBM’s
and transparency mechanisms more easily, they are pessimistic when it comes to potential
adversaries given, for instance, the visible difficulties of establishing such mechanisms in
the U.S.-China working group.46 Given these realities, states from Asia and Europe should
concentrate on building better trust and coordinated cooperation at bilateral and regional levels
that are mutually reinforcing.
Several additional mechanisms could be considered to enhance cooperation between Europe
and the Asia Pacific region. For instance, Track I and Track II consultations and workshops
can provide a venue for the exchange of opinions, military doctrine and strategies, national
structures and best practice in crisis management or civilian missions. Such exchanges can
enhance transparency and communication in order to build trust and common understanding as
well as create informal networks and contact points. More particularly, if meetings were to be
held more regularly, this would again allow for more enhanced trust and common understanding.
For example, ARF participants took part in a table-top exercise in March 2014 to exchange
details on national practices, and a roundtable on civil-military relations in cyberspace in
November 2014 allowed for exchange of opinions and national strategies while also informally
gathering a network of defence officials from across Asia and Europe.47
While multilateral MOUs could also be considered, Asian officials further suggest that
international security and defence forums like, for instance, the Shangri-La and Seoul Defence
dialogues, are helpful mechanisms to engage in dialogue on cyber defence.48 At the Seoul
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Defence Dialogue in 2014, for example, over 20 countries discussed the military’s role in
cyber and a working group was established to promote pragmatic dialogue in order to enhance
common understanding and ultimately, to assist in establishing structures for cooperation.49
Singapore’s Defence Minister recently echoed similar sentiments when urging enhanced
collaboration through multilateral platforms like the Shangri-La Dialogue and ADMM-Plus
grouping.50
The Multinational Capability Development Campaign (MCDC) has also been proffered as an
opportunity for engagement since, although it is led by the U.S., it is regarded as a neutral
platform operating at the unclassified level with less political constraints (Japan and South
Korea are observers for example).51
Identifying and retaining cyber experts in the armed forces is also identified as a common problem
in both the EU and across several countries in Asia, especially since this is a competitive market
given the more profitable civilian domains. This is another area where collaborative exercises
or discussions on best practices could be exchanged. In fact, the EU Cyber Security Strategy
of 2013 suggests the EDA and Member states should collaborate on improving cyber defence
training and exercise opportunities in the European and multinational context. The EU Cyber
Defence Policy Framework further proposes the establishment of a cyber defence dialogue
on training standards and certification with third countries and international organisations.52
At national level, a number of states have been running bilateral or small exercises with other
like-minded nations.53

4. CONCLUSION
Due to differing threat perceptions and a large diversity of political systems and cultures across
Asia and Europe, the institutional embedding of roles and responsibilities in the cyber domain
is generally based on specific national political and organizational traditions and processes.
Consequently, there is no single institutional construction that can be identified as a model for
others. Although countries recognise that the government shares responsibility for the protection
of critical infrastructure against cyber threats, in most cases the military only play a limited
role. Often the exact roles that different ministries and the military should play during crisis
and incident response are not clearly formulated in the cyber strategy and policy documents.
In so far as there are clear institutional arrangements, these are generally still untested given
that (actual) cyber crises involving critical infrastructure in Europa and Asia have been have
as of yet only occurred sporadically. Carrying out exercises would certainly contribute to the
clarification of the roles of different stakeholders.
Civil-military relations can be improved through different mechanisms. Clearly defined
procedures facilitate information-sharing between different parties and stakeholders. The exact
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role and responsibility of the intelligence agency in the national cyber landscape is crucial in
many countries and will determine how information is shared between public and private actors,
as well as how networks of trust and questions relating to transparency can be addressed. States
must be aware that all institutional arrangements, such as military commanders for civilian
cyber centres, as well as the wording of their cyber security strategies, not only serve a national
purpose but also have a strong declaratory function vis-a-vis other state parties.
Given the international nature of the cyber threat, it is not only important to improve
mechanisms for dialogue, cooperation, and transparency within regional structures such as
the EU and ASEAN but also between the two regions. States from Asia and Europe should
therefore concentrate on building better trust and coordinated cooperation, where appropriate,
at bilateral and regional levels that is mutually reinforcing. Moreover, in situations where
interstate tensions are prevalent, improved military-to-military communication is vital. In this
regard international meetings, like the civil-military Singapore roundtable, held in November
2014 are useful to build trust and create understanding between different policy makers.
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